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A bst r act

In the last few years, theoretical study of quantum systems serving as computational
devices has achieved tremendous progress. We now have strong theoretical evidence
that quantum computers, i f bui lt, might be used as a dramatical ly powerful computa-
tional tool, capable of performing tasks which seem intractable for classical computers.
This review is about to tel l the story of theoretical quantum computation. I left out the
developing topic of exper imental realizations of the model, and neglected other closely
related topics which are quantum information and quantum communication. As a re-
sult of narrowing the scope of this paper, I hope it has gained the bene� t of being an
almost self contained introduction to the exciting � eld of quantum computation.

The review begins with background on theoretical computer science, Tur ing ma-
chines and Boolean circuits. In light of these models, I de� ne quantum computers,
and discuss the issue of universal quantum gates. Quantum algor i thms, including
Shor 's factor ization algor i thm and Grover ' s algor i thm for searching databases, are ex-
plained. I wi l l devote much attention to understanding what the or igins of the quantum
computational power are, and what the limits of this power are. Final ly, I descr ibe
the recent theoretical results which show that quantum computers maintain their com-
plexity power even in the presence of noise, inaccuracies and � nite precision. This
question cannot be separated from that of quantum complexity, because any realistic
model wil l inevitably be subject to such inaccuracies. I tr ied to put al l results in their
context, asking what the implications to other issues in computer science and physics
are. In the end of this review I make these connections explici t, discussing the possible
implications of quantum computation on fundamental physical questions, such as the
transition from quantum to classical physics.

1 Overview

Since ancient t imes, humanity has been seeking tools to help us perform tasks which
involve calculat ions. Such are comput ing the area of a land, comput ing the st resses on

� To appear in Annual Reviews of Computational Physics VI, Edited by Diet rich Stau� er, World Scien-
t i� c, 1998
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rods in bridges, or � nding the shortest route from one place to another. A common feature
of all these tasks is their st ructure:

I nput | | > Comput at ion | | > Out put

The computat ion part of the process is inevitably performed by a dynamical physical
system, evolving in t ime. In this sense, the quest ion of what can be computed, is intermin-
gled with the physical quest ion of which systems can be physically realized. If one wants
to perform a certain computat ion task, one should seek the appropriate physical system,
such that the evolut ion in t ime of the system corresponds to the desired computat ion pro-
cess. If such a system is init ialized according to the input , it s � nal state will correspond
to the desired output .

A very nice such example was invented by Gaud�i, a great Spanish architect , who lived
around the turn of the century. His design of the holy family church, (la sagrada familia)
in Barcelona is a masterpiece of art , and is st ill in the process of building, after almost
a hundred years. The church resembles a sand palace, with a t remendous complexity of
delicate thin but tall towers and arcs. Since the plan of the church was so complicated,
towers and arcs emerging from unexpected places, leaning on other arcs and towers, it is
pract ically impossible to solve the set of equat ions which corresponds to the requirement
of equilibrium in this complex. Instead of solving this impossible task, Gaud�i thought of
the following ingenious idea: For each arc he desired in his complex, he took a rope, of
length proport ional to the length of the arc. He t ied the edges of one rope to the middle of
some other rope, or where the arcs were supposed to lean on each other. Then he just t ied
the edges of the ropes corresponding to the lowest arcs, to the ceiling. All the computat ion
was instantaneously done by gravity! The set of arcs arranged itself such that the whole
complex is in equilibrium, but upside down. Everything was there, the angles between
the di� erent arcs, the radii of the arcs. Put t ing a mirror under the whole thing, he could
simply see the design of the whole church! [102].

Many examples of analog computers exist , which were invented to solve one compli-
cated task. Such are the di� erent ial analyzer invented by Lord Kelvin in 1870[120], which
uses frict ion, wheels, and pressure to draw the solut ion of an input di� erent ial equat ions.
The spaghet t i sort is another example, and there are many more[194]. Are these systems
\ computers" ? We do not want to const ruct and build a completely di� erent machine for
each task that we have to compute. We would rather have a general purpose machine,
which is \ universal" . A mathemat ical model for a \ universal" computer was de� ned long
before the invent ion of computers and is called the Turing machine[188]. Let me describe
this model brie
 y. A Turing machine consists of an in� nite tape, a head that reads and
writes on the tape, a machine with � nitely many possible states, and a t ransit ion funct ion
� . Given what the head reads at t ime t, and the machine's state at t ime t, � determines
what the head will write, to which direct ion it will move and what will be the new ma-
chine's state at t ime t + 1. The Turing machine model seems to capture the ent ire concept
of computability, according to the following thesis[62]:
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Chur ch Tur ing T hesis: A Turing machine can compute any funct ion com-
putable by a reasonable physical device

What does \ reasonable physical device" mean? This thesis is a physical statement ,
and as such it cannot be proven. But one knows a physically unreasonable device when
one sees it . Up t ill now there are no candidates for counterexamples to this thesis (but see
Ref. [103]). All physical systems, (including quantum systems), seem to have a simulat ion
by a Turing Machine.

It is an astonishing fact that there are familiesof funct ions which cannot be computed.
In fact , most of the funct ionscannot be computed. Thereare t rivial reasonsfor this: There
are more funct ions than there are ways to compute them. The reason for this is that the
set of Turing machines iscountable, where as the set of families of funct ions isnot . In spite
of the simplicity of this argument (which can be formalized using the diagonal argument)
this observat ion came as a complete surprise in the 1930's when it was � rst discovered.
The subject of computability of funct ions is a cornerstone in computat ional complexity.
However, in the theory of computat ion, we are interested not only in the quest ion of which
funct ions can be computed, but mainly in the cost of comput ing these funct ions. The cost ,
or computational complexity, is measured naturally by the physical resources invested in
order to solve the problem, such as t ime, space, energy, etc. A fundamental quest ion in
computat ion complexity is how the cost funct ion behaves as a funct ion of the input size,
n, and in part icular whether it is exponent ial or polynomial in n. In computer science
problems which can only be solved in exponent ial cost are regarded int ractable, and any of
the readers who has ever t ried to perform an exponent ially slow simulat ion will appreciate
this characterizat ion. The class of t ractable problems const itutes of those problems which
have polynomial solut ions.

It is worthwhile to reconsider what it means to solve a problem. One of the most
important conceptual breakthroughs in modern mathemat ics was the understanding[164]
that somet imes it is advantageous to relax the requirements that a solut ion be always
correct , and allow some (negligible ) probability for an error. This gave rise to much more
rapid solut ions to di� erent problems, which make use of random coin 
 ips, such as the
Miller-Rabin randomized algorithm to test whether an integer is prime or not [73]. Here is
a simple example of the advantage of probabilist ic algorithms:

we have access to a database of N bits, and we are told that they are either
all equal, (\ constant " ) or half are 0 and half are 1 (\ balanced" ). We are asked
to dist inguish between the two cases.

A determinist ic algorithm will have to observe N=2 + 1 bits in order to always give a
correct answer. To solve this problem probabilist ically, toss a random i between 1 to N ,
observe the i 0th bit , and repeat this experiment k t imes. If two di� erent bits are found,
the answer is \ balanced" , and if all bits are equal, the answer is \ constant " . Of course,
there is a chance that we are wrong when declaring \ constant " , but this chance can be
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made arbit rarily small. The probability for an error equals the chance of tossing a fair
coin k t imes and get t ing always 0, and it decreases exponent ially with k. For example, in
order for the error probability to be less than 10� 10, k = 100 su� ces. In general, for any
desired con� dence, a constant k will do. This is a very helpful shortcut if N is very large.
Hence, if we allow negligible probability of error, we can do much bet ter!

The class of t ractable problems is now considered as those problems solvable with a
negligible probability for error in polynomial t ime. These solut ions will be computed by a
probabilist ic Turing machine, which is de� ned exact ly as a determinist ic Turing machine,
except that the t ransit ion funct ion can change the con� gurat ion in one of several possible
ways, randomly. The modern Church thesis re� nes the Church thesis and asserts that the
probabilist ic Turing machine captures the ent ire concept of computat ional complexity:

T he moder n Chur ch t hesis: A probabilist ic Turing machine can simulate
any reasonable physical device in polynomial cost .

It is worthwhile considering a few models which might seem to cont radict this thesis
at � rst sight . One such model is the DNA computer which enables a solut ion of N P-
completeproblems(thesearehard problems to be de� ned later) in polynomial t ime[4, 140].
However, the cost of the solut ion is exponent ial because the number of molecules in the
system grows exponent ially with the size of the computat ion. Vergis et al[194] suggested
a machine which seems to be able to solve instantaneously an N P-complete problem
using a const ruct ion of rods and balls, which is designed such that the st ructure moves
according to the solut ion to the problem. A careful considerat ion[178] reveals that though
we tend to think of rigid rods as t ransferring the mot ion instantaneously, there will be
a t ime delay in the rods, which will accumulate and cause an exponent ial overall delay.
Shamir[170] showed how to factorize an integer in polynomial t ime and space, but using
another physical resource exponent ially, namely precision. In fact , J. Simon showed that
ext remely hard problems (The classof problemscalled Polynomial space, which are harder
than NP problems) can be solved with polynomial cost in t ime and space[176], but with
exponent ial precision. Hence all thesesuggest ionsfor computat ional modelsdo not provide
counterexamples for the modern Church thesis, since they require exponent ial physical
resources. However, note that all thesuggest ionsment ioned aboverely on classical physics.

In the early 80's Benio� [27, 28] and Feynman[94] started to discuss the quest ion of
whether computat ion can be done in the scale of quantum physics. In classical computers,
the elementary informat ion unit is a bit, i.e. a value which is either 0 or 1. The quantum
analog of a bit would be a two state part icle, called a quantum bit or a qubi t . A two
state quantum system is described by a unit vector in the Hilbert space C2, where C are
the complex numbers. One of the two states will be denoted by j0i , and corresponds to
the vector (1; 0). The other state, which is orthogonal to the � rst one, will be denoted
by j1i = (0; 1). These two states const itute an orthogonal basis to the Hilbert space. To
build a computer, we need to compose a large number of these two state part icles. When
n such qubits are composed to one system, their Hilbert space is the tensor product of
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n spaces: C2 
 C2 
 � � � 
 C2. To understand this space bet ter, it is best to think of it
as the space spanned by its basis. As the natural basis for this space, we take the basis
consist ing of 2n vectors, which is somet imes called the computat ional basis:

j0i 
 j0i 
 � � � 
 j0i (1)

j0i 
 j0i 
 � � � 
 j1i
...

j1i 
 j1i 
 � � � 
 j1i :

Naturally classical st rings of bits will correspond to quantum states:

i 1i 2:::i n  ! ji 1i 
 ji 2i 
 � � � 
 ji n i � ji 1::::i n i (2)

How can one perform computat ion using qubits? Suppose, e.g., that we want to
compute the funct ion f : i 1i 2:::i n 7�! f (i 1; ::::i n), from n bits to n bits. We would like the
system to evolve according to the t ime evolut ion operator U:

ji 1i 2:::i n i 7�! Uji 1i 2:::i n i = jf (i 1; ::::i n)i : (3)

We therefore have to � nd the Hamiltonian H which generates this evolut ion according to
Schr•odinger's equat ion: i �h d

dt j	 (t)i = Hj	 (t)i . This means that we have to solve for H
given the desired U:

j	 f i = exp
�

�
i
�h

Z
Hdt

�

j	 0i = Uj	 0i (4)

A solut ion for H always exists, as long as the linear operator U is unitary. It is im-
portant to pay at tent ion to the unitarity rest rict ion. Note that the quantum analog of a
classical operat ion will be unitary only if f is one-to-one, or reversible. Hence, reversible
classical funct ion can be implemented by a physical Hamiltonian. Researchers invest i-
gated the quest ion of reversible classical funct ions in connect ion with completely di� erent
problems, e.g. the problem of whether computat ion can be done without generat ing heat
(which is inevitable in irreversible operat ions) and as a solut ion to the \ maxwell demon"
paradox[136, 30, 31, 121]. It turns out that any classical funct ion can be represented as
a reversible funct ion[137, 29] on a few more bits, and the computat ion of f can be made
reversible without losing much in e� ciency. Moreover, if f can be computed classically by
polynomially many elementary reversible steps, the corresponding U is also decomposable
into a sequence of polynomially many elementary unitary operat ions. We see that quan-
tum systems can imitate all computat ions which can be done by classical systems, and do
not lose much in e� ciency.

Quantum computat ion is interest ing not because it can imitate classical computat ion,
but because it can probably do much more. In a seminal paper[93], Feynman pointed
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out the fact that quantum systems of n part icles seem exponent ially hard to simulate
by classical devices. In other words, quantum systems do not seem to obey the modern
Church thesis, i.e. they do not seem to be polynomially equivalent to classical systems! If
quantum systemsarehard to simulate, then quantum systems, harnessed ascomputat ional
devices, might be dramat ically more powerful than other computat ional devices.

Where can the \ quantumness" of the part icles be used? When I described how quan-
tum systems imitate classical computat ion, the quantum part icles were either in the state
j0i or j1i . However, quantum theory asserts that a quantum system, likeSchr•odinger's cat ,
need not be in one of the basis states j0i and j1i , but can also be in a linear superposition
of those. Such a superposit ion can be writ ten as:

c0j0i + c1j1i (5)

wherec0; c1 arecomplex numbersand jc0j2+ jc1j2 = 1. Thewavefunct ion, or superposit ion,
of n such quantum bits, can be in a superposit ion of all of the 2n possible basis states!
Consider for example the following state of 3 part icles, known as the GHZ state[108]:

1
p

2
(j000i + j111i ) (6)

What is the superposit ion describing the � rst qubit? The answer is that there is no such
superposit ion. Each one of the 3 qubits does not have a state of its own; the state of the
system is not a tensor product of the states of each part icle, but is some superposit ion
which describes quantum correlat ionsbetween thesepart icles. Such part iclesaresaid to be
quantumly entangled. The Einstein Podolski Rosen paradox[89], and Bell inequalit ies[25,
26, 68, 108], correspond to thispuzzling quantum featureby which a quantum part icledoes
not have a state of its own. Because of the entanglement or quantum correlat ions between
the n quantum part icles, the state of the system cannot be speci� ed by simply describing
the state of each of the n part icles. Instead, the state of n quantum bits is a complicated
superposit ion of all 2n basis states, so 2n complex coe� cients are needed in order to
describe it . This exponent iality of the Hilbert space is a crucial ingredient in quantum
computat ion. To gain more understanding of the advantages of the exponent iality of the
space, consider the following superposit ion of n quantum bits.

1
p

2n

1X

i 1 ;i 2 ;:::;i n = 0

ji 1; i 2; :::; i ni (7)

This is a uniform superposit ion of all possible basis states of n qubits. If we now apply the
unitary operat ion which computes f , from equat ion 3, to this state, we will get , simply
from linearity of quantum mechanics:

1
p

2n

1X

i 1 ;i 2 ;:::;i n = 0

ji 1; i 2; :::; i ni 7�!
1

p
2n

1X

i 1 ;i 2 ;:::;i n = 0

jf (i 1; i 2; :::; i n)i : (8)
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Applying U once computes f simultaneously on all the 2n possible inputs i , which is an
enormous power of parallelism!

It is tempt ing to think that exponent ial parallelism immediately implies exponent ial
computat ional power, but this is not the case. In fact , classical computat ions can be
viewed as having exponent ial parallelism as well{ we will devote much at tent ion to this
later on. The problem lies in the quest ion of how to ext ract the exponent ial informat ion
out of the system. In quantum computat ion, in order to ext ract quantum informat ion one
has to observe the system. The measurement process causes the famous collapse of the
wave function. In a nutshell, this means that after the measurement the state is projected
to only one of the exponent ially many possible states, so that the exponent ial amount of
informat ion which has been computed is completely lost ! In order to gain advantage of
exponent ial parallelism, one needs to combine it with another quantum feature, known
as interference. Interference allows the exponent ially many computat ions done in parallel
to cancel each other, just like dest ruct ive interference of waves or light . The goal is to
arrangethe cancelat ion such that only thecomputat ionswhich weareinterested in remain,
and all the rest cancel out . The combinat ion of exponent ial parallelism and interference
is what makes quantum computat ion powerful, and plays an important role in quantum
algorithms.

A quantum algorithm is a sequence of elementary unitary steps, which manipulate the
init ial quantum state ji i (for an input i ) such that a measurement of the � nal state of the
system yields the correct output . The � rst quantum algorithm which combines interfer-
ence and exponent iality to solve a problem faster than classical computers, was discovered
by Deutsch and Jozsa[80]. This algorithm addresses the problem we have encountered
before in connect ion with probabilist ic algorithms: Dist inguish between \ constant " and
\ balanced" databases. The quantum algorithm solves this problem exactly, in polynomial
cost . As we have seen, classical computers cannot do this, and must release the rest rict ion
of exactness. Deutsch and Jozsa made use of the most powerful tool in quantum algo-
rithms, the Fourier transform, which indeed manifests interference and exponent iality.
Simon's algorithm[177] uses similar techniques, and was the seed for the most important
quantum algorithm known today: Shor's algorithm.

Shor's algorithm (1994) is a polynomial quantum algorithm for factoring integers, and
for � nding the logarithm over a � nite � eld[172]. For both problems, the best known
classical algorithms are exponent ial. However, there is no proof that classical e� cient
algorithmsdo not exist . Shor's result is regarded asext remely important both theoret ically
and pract ically, mainly due to the fact that the assumpt ion that factorizat ion is hard lies
in the heart of the RSA cryptographic system [166, 73]. A cryptosystem is supposed
to be a secure way to t ransform informat ion such that an eavesdropper will not be able
to learn in reasonable t ime signi� cant informat ion about the message sent . The RSA
cryptosystem is used very heavily: The CIA uses it , the security embedded into Netscape
and the Explorer Web browsers is based on RSA, banks use RSA for internal security as
well as securing external connect ions. However, RSA can be cracked by any one who has
an e� cient algorithm for factoring. It is therefore understandable why the publicat ion of
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the factorizat ion algorithm caused a rush of excitement all over the world.
It is important that thequantum computat ion power doesnot rely on unreasonablepre-

cision but a polynomial amount of precision in the computat ional elements is enough[38].
This means that the new model requires physically reasonable resources, in terms of t ime,
space, and precision, but yet it is (possibly) exponent ially st ronger than theordinary model
of probabilist ic Turing machine. As such, it is the only model which really threatens the
modern Church thesis.

There are a few major developing direct ions of research in the area of quantum compu-
tat ion. In 1995 Grover[110] discovered an algorithm which searches an unsorted database
of N items and � nds a speci� c item in

p
N t ime steps. This result is surprising, because

intuit ively, one cannot search the database without going through all the items. Grover's
solut ion is quadrat ically bet ter than any possible classical algorithms, and was followed
by numerous extensions and applicat ions[44, 111, 112, 87, 47, 48], all achieving polyno-
mial advantage over classical algorithms. A promising new branch in quantum complexity
theory is the study of a class of problems which is the quantum analog of the complexity
class NP[126]. Another interest ing direct ion in quantum computat ion is concerned with
quantum computerssimulat ing e� cient ly other physical systemssuch asmany body Fermi
systems[203, 1, 197, 42]. This direct ion pursues the original suggest ion by Feynman[93],
who not iced that quantum systems are hard to simulate by classical devices. An impor-
tant direct ion of invest igat ion is the search for a di� erent , perhaps st ronger, quantum
computat ion model. For example, consider the int roduct ion of slight non-linearit ies into
quantum mechanics. This is completely hypothet ical, as all experiments verify the lin-
earity of quantum mechanics. However, such slight non linearit ies would imply ext remely
st rong quantum algorithms[2]. A very interest ing quantum computat ion model which
is based on anyons, and uses non-local features of quantum mechanics, was suggested by
Kitaev[125]. A possibly much st ronger model, based on quantum � eld theory, wassketched
recent ly by Freedman, but it has not been rigorously de� ned yet [97]. One other direct ion
is oracle results in quantum complexity. This direct ion compares quantum complexity
power and classical complexity power when the two models are allowed to have access to
an oracle, i.e. a black box which can compute a certain (possibly di� cult ) funct ion in one
step [38, 36, 40, 41]. In fact , the result of Bernstein and Vazirani[38] from 1993 demon-
st rat ing a superpolynomial gap between quantum and classical computat ional comlexity
with an access to a certain oracle init ialized the sequence of results leading to the Shor's
algorithm. An important recent result [23] in quantum complexity shows that quantum
computers have no more than polynomial advantage in terms of number of accesses to
the inputs. As of now, we are very far from understanding the computat ional power of
quantum systems. In part icular, it is not known whether quantum systems can e� cient ly
solve N P complete problems or not .

Quantum informat ion theory, a subject which is intermingled with quantum compu-
tat ion, provides a bunch of quantum magic t ricks, which might be used to const ruct more
powerful quantum algorithms. Probably the � rst \ quantum pearl" that one encounters in
quantum mechanics is the Einstein Podolsky Rosen paradox, which, as is best explained
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by Bell's inequalit ies, establishes the existence of correlat ions between quantum part i-
cles, which are st ronger than any classical model can explain. Another \ quantum pearl"
which builds on quantum entanglement , is teleportat ion[34]. This is an amazing quan-
tum recipe which enables two part ies (Alice and Bob) which are far apart , to t ransfer
an unknown quantum state of a part icle in Alice's hands onto a part icle in Bob's hand,
without sending the actual part icle. This can be done if Alice and Bob share a pair of
part icles which interacted in the past and therefore are quantumly entangled. Such quan-
tum e� ectsalready serveas ingredients in di� erent computat ion and communicat ion tasks.
Entanglement can be used, for example, in order to gain advantage in communicat ion. If
two part ies, Alice and Bob, want to communicate, they can save bits of communicat ion
if they share entangled pairs of qubits[69, 51, 70, 14]. Teleportat ion can be viewed as a
quantum computat ion[49], and beaut iful connect ions were drawn[35] between teleporta-
t ion and quantum algorithms which are used to correct quantum noise. All these are uses
of quantum e� ects in quantum computat ion. However, I believe that the full potent ial of
quantum mechanics in the context of complexity and algorithmic problems is yet to be
revealed.

Despite the impressive progress in quantum computat ion, a menacing quest ion st ill re-
mained. Quantum informat ion is ext remely fragile, due to inevitable interact ions between
the system and its environment . These interact ions cause the system to lose part of it s
quantum nature, a process called decoherence[184, 205]. In addit ion, quantum elementary
operat ions (called gates) will inevitably su� er from inaccuracies. Will physical realizat ions
of the model of quantum computat ion st ill be as powerful as the ideal model? In classi-
cal computat ion, it was already shown by von-Neumann[153] how to compute when the
elements of the computat ion are faulty, using redundant informat ion. Indeed, nowadays
error correct ions are seldom used in computers because of ext remely high reliability of
the elements, but quantum elements are much more fragile, and it is almost certain that
quantum error correct ions will be necessary in future quantum computers. It was shown
that if the errors are not corrected during quantum computat ion, they soon accumulate
and ruin the ent ire computat ion[57, 58, 17, 149]. Hence, a method to correct the e� ect
of quantum noise is necessary. Physicists were pessimist ic about the quest ion of whether
such a correct ion method exists[135, 189]. The reason is that quantum informat ion in
general cannot be cloned[83, 200, 20], and so the informat ion cannot be simply protected
by redundancy, as is done classically. Another problem is that in cont rast to the dis-
creteness of digital computers, a quantum system can be in a superposit ion of eigenstates
with cont inuous coe� cients. Since the range of allowed coe� cients is cont inuous, it seems
impossible to dist inguish between bona � de informat ion and informat ion which has been
contaminated.

Asopposed to thephysical intuit ion, it turnsout that clever techniquesenablequantum
informat ion to be protected. The conceptual breakthrough in quantum error correct ions
was the understanding that quantum errors, which are cont inuous, can be viewed as a dis-
crete process in which one out of four quantum operat ions occurs. Moreover, these errors
can be viewed as classical errors, called bit 
 ips, and quantum errors, called phase 
 ips.
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Bit 
 ip errors can be corrected using classical error correct ion techniques. Fortunately,
phase 
 ips t ransform to bit 
 ips, using the familiar Fourier t ransform. This understanding
allowed using classical error correct ion codes techniques in the quantum set t ing. Shor was
the � rst to present a scheme that reduces the a� ect of noise and inaccuracies, building
on the discret izat ion of errors[173]. As in classical error correct ing codes, quantum states
of k qubits are encoded on states of more qubits. Spreading the state of a few qubits on
more qubits, allows correct ion of the informat ion, if part of it has been contaminated.
These ideas were extended [53, 180] to show that a quantum state of k qubits can be
encoded on n qubits, such that if the n qubits are sent through a noisy channel, the
original state of the k qubits can be recovered. k=n tends asymptot ically to a constant
transmission rate which is non zero. This is analogous to Shannon's result from noisy
classical communicat ion[171]. Many di� erent examples of quantum error correct ing codes
followed[181, 134, 59, 131, 165, 138], and a group theoret ical framework for most quantum
codes was established[55, 54, 106].

Resilient quantum computat ion is more complicated than simply protect ing quantum
informat ion which is sent through a noisy quantum channel. Naturally, to protect the
informat ion we would compute on encoded states. There are two problems with noisy
computat ion on encoded states. The � rst is that the error correct ion is done with faulty
gates, which cause errors themselves[19]. We should be careful that the error correct ion
does not cause more harm than it helps. The second problem is that when comput ing on
encoded states, qubits interact with each other through the gates, and this way errors can
propagate through the gates, from one qubit to another. The error can spread in this way
to the ent ire set of qubits very quickly. In order to deal with these problems, the idea is to
perform computat ion and error correct ion in a distributed manner, such that each qubit
can e� ect only a small number of other qubits. Kitaev[124] showed how to perform the
computat ion of error correct ion with faulty gates. Shor discovered[174] how to perform a
general computat ion in the presence of noise, under the unphysical assumpt ion that the
noise decreases (slowly) with the size of the computat ion. A more physically reasonable
assumpt ion would be that the devices used in the laboratory have a constant amount of
noise, independent of the size of the computat ion. To achieve fault tolerance against such
noise, we apply a concatenat ion of Shor's scheme. We encode the state once, and then
encode the encoded state, and so on for for several levels. This technique enabled the
proof of the threshold theorem[127, 128, 107, 5, 125, 162], which asserts that it is possible
to perform resilient quantum computat ion for as long as we wish, if the noise is smaller
than a certain threshold. Decoherence and imprecision are therefore no longer considered
insurmountable obstacles to realizing a quantum computat ion.

In accord with these theoret ical opt imist ic results, at tempts at implementat ions of
quantum circuits are now being carried out all over the world. Unfortunately, the progress
in this direct ion is much slower than the impressive pace in which theoret ical quantum
computat ion has progressed. The reason is that handling quantum systems experimen-
tally is ext remely di� cult . Entanglement is a necessary ingredient in quantum computers,
but experimentally, it is a fragile property which is di� cult to create and preserve[65].
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So far, entangled pairs of photons were created successfully[133, 185], and entanglement
features such as violat ion of Bell inequalit ies were demonst rated [10, 11]. Even entan-
gled pairs of atoms were created[114]. However quantum computat ion is advantageous
only when macroscopically many part icles are entangled[118, 6], a task which seems im-
possible as of now. Promising experimental developments come from the closely related
subject of quantum cryptography[50, 34, 46]. Quantum communicat ion was successfully
tested[116, 147]. Bouwmeester et. al. have recent ly reported on experimental realizat ion
of quantum teleportat ion[43] . Suggest ions for implementat ions of quantum computa-
t ion [63, 74, 104, 142, 85, 117, 37, 145, 117, 160, 163, 182] include quantum dots, cold
t rapped ions and nuclear magnet ic resonance, and some of these suggest ions were al-
ready implemented [150, 187, 147, 104, 75]. Unfortunately, these implementat ions were
so far limited to three qubits. With three qubits it is possible to perform part ial error
correct ion, and successful implementat ion of error correct ion of phases using NMR was
reported[76, 60]. Using nuclear magnet ic resonance techniques, a quantum algorithm was
implemented which achieves proven advantage over classical algorithms[61]. It should be
noted, however, that all these suggest ions for implementat ion su� er from severe problems.
In nuclear magnet ic resonance thesignal-to-noiserat io decaysexponent ially with the num-
ber of qubits[195], though a theoret ical solut ion to this problem was given recent ly[168].
Other implementat ions do not allow parallel operat ions, which are necessary for error
resilience[6]. In all the above systems cont rolling thousands of qubits seems hopeless at
present . Never the less, the experimental successes encourage our hope that the ambit ious
task of realizing quantum computat ion might be possible.

The excit ing developments in quantum computat ion give rise to deep new open ques-
t ions in both the � elds of computer science and physics. In part icular, computat ional
complexity quest ions shed new light on old quest ions in fundamental quantum physics
such as the t ransit ion from quantum to classical physics, and the measurement process. I
shall discuss these interest ing topics at the end of the paper.

We will start with a survey of the important concepts connected to computat ion, in
sect ion 2. The model of quantum computat ion is de� ned in sect ion 3. Sect ion 4 discusses
elementary quantum operat ions. Sect ion 5 describes basic quantum algorithmsby Deutsch
and Jozsa's and by Simon. Shor's factorizat ion algorithm is presented in sect ion 6, while
Fourier t ransforms are discussed separately in sect ion 7, together with an alternat ive
factorizat ion algorithm by Kitaev. Grover's database search and variants are explained
in sect ion 8. Sect ion 9 discusses the origins for the power of quantum computat ion, while
sect ion 10 discusses weaknesses of quantum computers. Sect ions 11; 12 and 13 are devoted
to noise, error correct ion and fault tolerant computat ion. In Sect ion 14 I conclude with a
few remarks of a philosophical 
 avor.
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2 W hat is a Comput er?

Let usdiscussnow thebasic not ionsof computat ional complexity theory: Turing machines,
Boolean circuits, computability and computat ional complexity. The important complexity
classes P and N P are also de� ned in this sect ion. For more background, consult [73, 157].
We begin with the de� nit ion of a Turing machine:

D e�ni t ion 1 A Turing machine (TM) is a triplet M = (� ; K ; � ).

1. � = f t ; 0; 1; :::g is a � nite set of symbols which we call the alphabet. t is a special
symbol called the blank symbol.

2. K is a � nite set of \ machine states" , with two special states: s 2 K the initial state
and h 2 K the � nal state.

3. A transition function � : K � � 7�! K � � � f � 1; 0; 1g

The machine works as follows: the tape has a head which can read and write on the
tape during the computat ion. The tape is thus used as working space, or memory. The
computat ion starts with an input of n symbols writ ten in posit ions [1; :::n] on the tape,
all symbols except these n symbols are blank (t ), the head is init ially at posit ion 1, and
the state is init ially s. Each t ime step, the machine evolves according to the t ransit ion
funct ion � in the following way. If the current state of the machine is q and the symbol
in the current place of the tape is � , and � (q; � ) = (q0; � 0; � ), then the machine state is
changed to q0, the symbol under the head is replaced by � 0 and the tape head moves one
step in direct ion � . (if � = 0 the head doesn't move). Here is a schemat ic descript ion of a
Turing machine:

t 0 1 0 t t t t t t t

q

��

?

Note that the operat ion of the Turing machine is local: It depends only on the current
state of the machine and the symbol writ ten in the current posit ion of the tape. Thus
the operat ion of the machine is a sequence of elementary steps which require a constant
amount of e� ort . If the machine gets to \ � nal state" , h, we say that the machine has
\ halted" . What is writ ten at that t ime on the tape should contain the output . (Typically,
the output will be given in the form \ yes" or \ no" .) One can easily const ruct examples in
which the machine never halts on a given input , for example by entering into an in� nite
loop.

According to the de� nit ion above, there are many possible Turing machines, each
designed to compute a speci� c task, according to the t ransit ion funct ion. However, there
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exists one Turing machine, U which when presented with an input , it interprets this input
as a descript ion of another Turing machine, M , concatenated with the descript ion of the
input to M , call it x. U will simulate e� cient ly the behavior of M when presented with
the input x, and we writeU(M ; x) = M (x). This U is a called a universal Turing machine.
More precisely, the descript ion of M should be given with some � xed notat ion. Without
lossof generality, all the symbolsand statesof M can be given numbers from 1 to jK j+ j� j.
The descript ion of M should contain jK j, j� j and the t ransit ion funct ion, which will be
described by a set of rules (which is � nite) of the form ((q; � )(q0; � 0; � )). For this, U's set
of symbols will contain the symbols 00(\ and 00)00 apart from t ; 0; 1. U will contain a few
machine states, such as: \ q1: now reading input " , \ q2: looking for an appropriate rule to
apply" and so on. I will not go through the details, but it is convincing that with such a
� nite set of states, U can simulate the operat ion of any M on any input x, because the
ent ire set of rules of the t ransit ion funct ion is writ ten on the tape.

The existence of a universal Turing machine leads naturally to the deep and beaut iful
subject of non-computabili ty. A funct ion is non-computable if it cannot be computed by
a Turing machine, i.e. there is no Turing machine which for any given input , halts and
outputs the correct answer. The most famous example is the HALTING problem. The
problem is this: Given a descript ion of a Turing machine M and its input x, will M halt
on x?

T heor em 1 There is no Turing machine that solves the HALTING problem on all inputs
(M ; x).

Pr oof: The proof of this theorem is conceptually puzzling. It uses the so called
diagonal argument . Assume that H is a Turing machine, such that H (M ; x) is 00yes00 if
M (x) halts and 00no00 otherwise. Modify H to obtain ~H , such that

H (M ; M ) = 00 yes00 7�! ~H (M ) enters an in� nite loop:

H (M ; M ) = 00 no00 7�! ~H (M ) = 00 yes00:

The modi� cat ion is done easily by replacing a few rules in the t ransit ion funct ion of
H . A rule which writes " yes" on the tape and causes H to halt is replaced by a rule that
takes the machine into an in� nite loop. A rule which writes " no" on the tape and causes
H to halt is replaced by a rule that writes " yes" on the tape and than halts H . This way,
~H is a " twisted" version of H . Now, does ~H ( ~H ) halt or not? We obtain a cont radict ion
in both ways. Suppose it does halt . This means that H ( ~H ; ~H ) = 00 no00 so ~H ( ~H ) does not
halt ! If ~H ( ~H ) does not halt , this means H ( ~H ; ~H ) = 00 yes00 so ~H ( ~H ) does halt !

This beaut iful proof shows that there are funct ions which cannot be computed. The
Turing machine is actually used to de� ne which funct ions are computable and which are
not .

It is somet imes more convenient to use another universal model, which is polynomially
equivalent to Turing machines, called the Boolean circuit model. We will use the quantum
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analog of this model throughout this review. A Boolean circuit is a directed acyclic graph,
with nodes which areassociated with Boolean funct ions. These nodes aresomet imescalled
logical gates. A node with n input wires and m output wires is associated with a funct ion
f : f 0; 1gn 7�! f 0; 1gm . Here is a simple example:

-

-

-

OR
- N OT -

AN D -

Given some st ring of bits as input , the wires carry the values of the bits, unt il a node is
reached. The node computes a logical funct ion of the bits (this funct ion can be NOT, OR,
AND, etc.) The output wires of the node, carry the output bits to the next node, unt il
the computat ion ends at the output wires. The input wires can carry constants which
do not vary with the di� erent inputs to the circuit , but are part of the hardware of the
circuit . In a Turing machine the t ransit ion funct ion is local, so the operat ion is a sequence
of elementary steps. In the circuit model the same requirement t ranslates to the fact that
the gates are local, i.e. that the number of wires which each node operates on is bounded
above by a constant .

To measure thecost of thecomputat ion wecan usedi� erent parameters: S, thenumber
of gates in the circuit , or T, the t ime, or depth of the circuit . In this review, we will mainly
be considered with S, the number of gates. We will be interested in the behavior of the
cost , S, as a funct ion of the size of the input , i.e. the number of wires input to the circuit ,
which we will usually denote by n. To � nd the cost funct ion S(n), we will look at a
funct ion f as a family of funct ions f f ng1

n= 1, computed by a family of circuits f Cn g1
n= 1,

each operat ing on n input bits; S(n) will be the size of the circuit Cn .
I would like to remark here on an important dist inct ion between the model of Turing

machines and that of circuits. A lot of informat ion can get into the circuit through the
hardware. If we do not specify how long it takes to design the hardware, such circuits can
compute even non-computable funct ions. This can be easily seen by an example. De� ne
the circuit Cn to be a very simple circuit , which outputs a constant bit regardless of the n
input bits. This constant bit will be 0 or 1 according to whether the n0th Turing machine,
M n (ordered according to the numerical descript ion of Turing machines) haltson the input
M n or not . The family of circuits f Cn g1

n= 1 computes the non-computable HALTING
problem with all the circuits having only one gate! This unreasonable computat ional
power of circuits is due to the fact that we haven't speci� ed who const ructs the hardware
of the circuit . Wewant to avoid such absurdity and concent rateon interest ing and realist ic
cases. We will therefore require that the hardware of the circuits which compute f f n g1

n= 1
can be designed with polynomial cost by a Turing machine. The Turing machine is given
as an input the integer n, and outputs the speci� cat ion of the circuit Cn . This model is
called the \ uniform circuit model" , as opposed to the \ non uniform" one, which is too
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st rong. The models of uniform Boolean circuits and Turing machines are polynomially
equivalent . This means that given a Turing machine which computes in polynomial t ime
f (x), there is a family of polynomial circuits f Cn g1

n= 0, speci� ed by a polynomial Turing
machine, such that Cn computes f n . This correspondence is t rue also in reverse order,
i.e. given the family of circuits there is a Turing machine that simulates them. Therefore
the complexity of a computat ion does not depend (except for polynomial factors) on the
model used. From now on, we will work only in the uniform circuit model.

One of the main quest ions in this review is whether the cost of the computat ion grows
like a polynomial in n or an exponent ial in n. This dist inct ion might seem arbit rary, but
is bet ter understood in the context of the complexity classes P and N P. The complexity
class P is essent ially the class of " easy" problems, which can be solved with polynomial
cost :

D e�ni t ion 2 : Compl ex i t y class P
f = f f n g1

n= 1 2 P if there exists a uniform family of circuits f Cn g1
n= 1 of poly(n) size,

where Cn computes the function f n(x) for al l x 2 f 0; 1gn.

The class of Non-deterministic Polynomial time (in short , N P) is a class of much
harder problems. For a problem to be in N P, we do not require that there exists a
polynomial algorithm that solves it . We merely require that there exists an algorithm
which can verify that a solut ion is correct in polynomial t ime. Another way to view this
is that the algorithm is provided with the input for the problem and a hint, but the hint
may be misleading. The algorithm should solve the problem in polynomial t ime when the
hint is good, but it should not be mislead by bad hints. In the formal de� nit ion which
follows, y plays the role of the hint .

D e�ni t ion 3 : Compl ex i t y class N P
f = f f ng1

n= 1 2 N P if there exists a uniform family of circuits, f Cn g1
n= 1, of poly(n) size,

such that
I f x satis� es f n(x) = 00 yes00 7�! there exists a string y of poly(n) size such that

Cn (x; y) = 1,
I f x satis� es f n (x) = 00 no00 there is no such y, i.e. for al l y0s, Cn (x; y) = 00 no00.

To understand this formal de� nit ion bet ter, let us consider the following example for
an N P problem which is called satis� abili ty:

I nput : A formula of n Boolean variables, X 1; :::X n, of the form

g(X 1; :::X n) = (X i [ : X j [ X k)
\

(X m [ : X i )::::

which is the logical AND of poly(n) clauses, each clause is the logical OR of
poly(n) variables or their negat ion.

Out put : f (g) = 1 if there exists a sat isfying assignment of the variables
X 1; :::X n so that g(X 1; :::X n) is t rue. Else, f (g) = 0.
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To see that sat is� ability is in N P, de� ne the circuit Cn to get as input the speci-
� cat ion of the formula g and a possible assignment X 1; :::X n. The circuit will output
Cn (g; X 1; :::X n) = g(X 1; :::X n). It iseasy to see that thesecircuitssat isfy the requirements
of the de� nit ion of N P problems. However, nobody knows how to build a polynomial cir-
cuit which gets g as an input , and � nds whether a sat isfying assignment exists. It seems
impossible to � nd a sat isfying assignment without literally checking all 2n possibilit ies.
Hence sat is� ability is not known to be in P.

Sat is� ability belongs to a very important subclass of N P, namely the N P complete
problems. Theseare the hardest problems in N P, in the sense that if weknow how to solve
an NP-completeproblem e� cient ly, wecan solveany problem in N P with only polynomial
slowdown. In other words, a problem f is N P-complete if any NP problem can be reduced
to f in polynomial t ime. Garey and Johnson[101] give hundreds of examples of N P-
complete problems, all of which are reducible one to another with polynomial slowdown,
and therefore they are all equivalent ly hard. As of now, the best known algorithm for any
N P-complete problem is exponent ial, and the widely believed conjecture is that there is
no polynomial algorithm, i.e. P 6= N P. Perhaps the most important open quest ion in
complexity theory today, is proving this conjecture.

Another interest ing classconsistsof thoseproblems solvablewith negligibleprobability
for error in polynomial t ime by a probabilist ic Turing machine. This machine is de� ned
exact ly as determinist ic TM, except that the t ransit ion funct ion can change the con� gu-
rat ion in one of several possible ways, randomly. Equivalent ly, we can de� ne randomized
circuits, which are Boolean circuits with the advantage that apart from the input of n
bits, they also get as input random bits which they can use as random coin 
 ips. The
class of problems solvable by uniform polynomial randomized circuits with bounded error
probability is called BPP (bounded probabili ty polynomial):

D e�ni t ion 4 f = f f ng1
n= 1 2 BPP if there exists a family of uniform randomized circuits,

f Cn g1
n= 1, of poly(n) size such that 8x 2 f 0; 1gn; probabili ty(Cn (x; y) = f n(x)) � 2=3, where

the probabili ty is measured with respect to a uniformly random y.

Unt il the appearance of quantum computers, the modern Church thesis which asserts that
a probabilist ic Turing machine, or equivalent ly randomized uniform circuits, can simulate
any reasonable physical device in polynomial t ime, held with no counterexamples. The
quantum model, which I will de� ne in the next chapter, is the only model which seems
to be qualitat ively di� erent from all the others. We can de� ne the quantum complexity
classes:

D e�ni t ion 5 The complexity classes QP and BQP are de� ned like P and BPP, respec-
tively, only with quantum circuits.

It is known that P � QP and BPP � BQP, as we will see very soon.
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3 T he M odel of Quant um Comput at ion

Deutsch was the � rst to de� ne a rigorousmodel of quantum computat ion, � rst of quantum
Turing machines[78] and then of quantum circuits[79]. I will describe � rst the model of
quantum circuits, which ismuch simpler. At the end of the chapter, I present the model of
quantum Turing machines, for completeness. For background on basic quantum mechanics
such as Hilbert spaces, Schr•odinger equat ion and measurements I recommend to consult
thebooksby Sakurai[167], and by Cohen-Tanoudji[71]. As for moreadvanced material, the
book by Peres[161] would be a good reference. However, I will give here all the necessary
de� nit ions.

A quantum circuit is a system built of two state quantum part icles, called qubits. We
will work with n qubits, the state of which is a unit vector in the complex Hilbert space
C2 
 C2 
 � � � 
 C2. As the natural basis for this space, we take the basis consist ing of 2n

vectors:

j0i 
 j0i 
 � � � 
 j0i (9)

j0i 
 j0i 
 � � � 
 j1i
...

j1i 
 j1i 
 � � � 
 j1i :

For brevity, we will somet imes omit the tensor product , and denote

ji 1i 
 ji 2i 
 � � � 
 ji n i = ji 1; i 2; :::; i ni � ji i (10)

where i 1; i 2; :::; i n is the binary representat ion of the integer i , a number between 0 and
2n � 1. This is an important step, as this representat ion allows us to use our quantum
system to encode integers. This is where the quantum system starts being a computer.
The general statewhich describes thissystem isa complex unit vector in the Hilbert space,
somet imes called the superposition:

2n � 1X

i = 0

ci ji i (11)

where
P

i jci j2 = 1. The init ial state will correspond to the \ input " for the computat ion.
Let us agree that for an input st ring i , the init ial state of the system will be ji i :

i 7�! ji i (12)

We will then perform \ elementary operat ions" on the system. These operat ions will cor-
respond to the computat ional steps in the computat ion, just like logical gates are the
elementary steps in classical computers. In the meant ime we will assume that all the
operat ions are performed on an isolated system, so the evolut ion can always be described
by a unitary mat rix operat ing on the state of the system. Recall that a unitary mat rix
sat is� es UUy = I , where Uy is the t ransposed complex conjugate of U.
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D e�ni t ion 6 A quantum gate on k qubits is a unitary matrix U of dimensions 2k � 2k .

Here is an example of a simple quantum gate, operat ing on one qubit .

N OT =

 
0 1
1 0

!

(13)

Recalling that in our notat ion j0i = (1; 0) and j1i = (0; 1), we have that N OTj0i = j1i
and N OTj1i = j0i . Hence, this gate 
 ips the bit , and thus it is just i� ed to call this gate
the N OT gate. The N OT gate can operate on superposit ions as well. From linearity of
the operat ion,

N OT(c0j0i + c1j1i ) = c0j1i + c1j0i :

This linearity is responsible for the quantum parallelism (see Margolus[148]) which we
will encounter in all powerful quantum algorithms. When the NOT gate operates on the
� rst qubit in a system of n qubits, in the state

P
i ci ji 1i 2:::i n i this state t ransforms to

P
i ci (N OTji 1i )ji 2:::i n i =

P
i ci j: i 1i 2:::i n i . Formally, the t ime evolut ion of the system is

described by a unitary mat rix, which is a tensor product of the gate operat ing on the � rst
qubit and the ident ity mat rix I operat ing on the rest of the qubits.

Another important quantum gate is the control led N OT gate act ing on two qubits,
which computes the classical funct ion: (a; b) 7�! (a; a � b) where a � b = (a + b) mod
2 and a; b 2 0; 1. This funct ion can be represented by the mat rix operat ing on all 4
con� gurat ions of 2 bits:

CN OT =

0

B
B
B
@

1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

1

C
C
C
A

(14)

The above mat rix, as all mat rices in this review, is writ ten in the computat ional basis
in lexicographic order. This gate is also called the exclusive or or XOR gate (On its
importance see [86].) The XOR gate applies a N OT on the second bit , called the target
bit , condit ioned that the � rst control bit is 1. If a black circle denotes the bit we condit ion
upon, we can denote the XOR gate by:

v

�

In the same way, all classical Boolean funct ions can be t ransformed to quantum gates.
The mat rix represent ing a classical gate which computes a reversible funct ion, (in part icu-
lar the number of inputs to the gate equals the number of outputs) is a permutat ion on all
the possible classical st rings. Such a permutat ion is easily seen to be unitary. Of course,
not all funct ions are reversible, but they can easily be converted to reversible funct ions,
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by writ ing down the input bits instead of erasing them. For a funct ion f ,from n bits to
m bits, we get the reversible funct ion from m + n bits to m + n bits:

f : i 7�! f (i )
+

f r : (i ; j ) 7�! (i ; f (i ) � j ):
(15)

Applying this method, for example, to the logical AND gate, (a; b) 7�! ab it will
become the known To� oli gate[186] (a; b; c) 7�! (a; b; c � ab); which is described by the
unitary mat rix on three qubits:

T =

0

B
B
B
B
B
B
B
B
B
B
B
B
@

1
1

1
1

1
1

0 1
1 0

1

C
C
C
C
C
C
C
C
C
C
C
C
A

(16)

The To� oli gate applies NOT on the last bit , condit ioned that the other bits are 1, so we
can describe it by the following diagram:

v

v

N OT

Quantum gates can perform more complicated tasks than simply comput ing classical
funct ions. An example of such a quantum gate, which is not a classical gate in disguise,
is a gate which applies a general rotat ion on one qubit :

G� ;� =

 
cos(� ) sin(� )ei�

� sin(� )e� i� cos(� )

!

(17)

To perform a quantum computat ion, weapply a sequence of elementary quantum gates
on the qubits in our system. Suppose now, that we have applied all the quantum gates in
our algorithm, and the computat ion has come to an end. The state which was init ially a
basis state has been rotated to the state j� i 2 C2n

. We now want to ext ract the output
from this state. This is done by the process of measurement. The not ion of measurement
in quantum mechanics is puzzling. For example, consider a measurement of a qubit in
the state j� i = c0j0i + c1j1i . This qubit is neither in the state j0i nor in j1i . Yet , the
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measurement postulate asserts that when the state of this qubit is observed, it must decide
on one of the two possibilit ies. This decision is made non-determinist ically. The classical
outcome of the measurement would be 0 with probability jc0j2 and 1 with probability
jc1j2. After the measurement , the state of the qubit is either j0i or j1i , in consistency with
the classical outcome of the measurement . Geomet rically, this process can be interpreted
as a project ion of the state on one of the two orthogonal subspaces, S0 and S1, where
S0 = spanf j0i g and S1 = spanf j1i g, and a measurement of the state of the qubit j� i is
actually an observat ion in which of the subspaces the state is, in spite of the fact that the
state might be in neither. The probability that the decision is S0 is the norm squared
of the project ion of j� i on S0, and likewise for 1. Due to the fact that the norm of j� i
is one, these probabilit ies add up to one. After the measurement j� i is projected to the
space S0 if the answer is 0, and to the space S1 if the answer is 1. This project ion is the
famous collapse of the wave funct ion. Now what if we measure a qubit in a system of n
qubits? Again, we project the state onto one of two subspaces, S0 and S1, where Sa is the
subspace spanned by all basis states in which the measured qubit is a. The rule is that
if the measured superposit ion is

P
i ci ji 1; :::i n i , a measurement of the � rst qubit will give

the outcome 0 with probability Prob(0) =
P

i2 ;:::in jc0;i2 ;:::in j2, and the superposit ion will
collapse to

1
Prob(0)

X

i 2 ;:::i n

c0;i 2 ;:::i n j0; i 2; :::i ni ;

and likewise with 1. Here is a simple example: Given the state of two qubits:

1
p

3
(j00i + j01i � j11i );

the probability to measure 0 in the left qubit is 2=3, and the probability to measure 1
is 1=3. After measuring the left qubit , the state has collapsed to 1p

2
(j00i + j01i ) with

probability Pr(0) = 2=3 and to � j11i with probability Pr(1) = 1=3. Thus, the result ing
state depends on the outcome of the measurement . After the collapse, the projected state
is renormalized back to 1.

We can now summarize the de� nit ion of the model of quantum circuits. A quantum
circuit is a directed acyclic graph, where each node in the graph is associated a quantum
gate. This is exact ly the de� nit ion from sect ion 2 of classical Boolean circuits, except that
the gates are quantum. The input for the circuit is a basis state, which evolves in t ime
according to the operat ion of the quantum gate. At the end of the computat ion we apply
measurements on the output qubits (The order does not mat ter). The st ring of classical
outcome bits is the classical output of the quantum computat ion. This output is in general
probabilist ic. This concludes the de� nit ion of the model.

Let us now build a repertoire of quantum computat ions step by step. We have seen
that classical gatescan be implemented quantumly, by making the computat ion reversible.
More explicit ly,
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Lemma 1 Let f be a function from n bits to m bits, computed by a Boolean circuit C of
size S. There exists a quantum circuit Q which computes the unitary transformation on
n + m qubits: j0b; i ; j i 7�! j0b; i ; f (i ) � j i . b and the size of Q are linear in S.

Pr oof: Replace each gate in C by its reversible extension, according to equat ion 15. We
will add bext ra bits for thispurpose. The input for this circuit is thus (0b; i ). Themodi� ed
C, denoted by ~C; can be viewed as a quantum circuit since all it s nodes correspond to
unitary mat rices. The funct ion that it computes is st ill not the required funct ion, because
the input i is not necessarily part of the output as it should be. To solve this problem,
we add to ~C m ext ra wires, or qubits. The input to these wires is 0. At the end of the
sequence of gates of ~C, we copy the m \ result " qubits in ~C on these m blank qubits by
applying m CNOT gates. We now apply in reverse order the reversed gates of all the gates
applied so far, except the CN OT gates. This will reverse all operat ions, and retain the
input (0b; i ), while the m last qubits contain the desired f (i ).

The state of the system is always a basis state during the computat ion which is de-
scribed in the proof. Hence measurements of the � nal state will yield exact ly the expected
result . This shows that any computat ion which can be done classically can also be done
quantumly with the same e� ciency, i.e. the same order of number of gates. We have
shown:

T heor em 2 P � QP

In the process of conversion to reversible operat ions, each gate is replaced by a gate
operat ing on more qubits. This means that making circuits reversible costs in adding a
linear number of ext ra qubits. In [32], Bennet t used a nice pebbling argument , to show
that the space cost can be decreased to a logarithmic factor with only a minor cost in t ime:
T 7�! T1+ � . Thus the above conversion to quantum circuit can be made very e� cient .

To implement classical computat ion we must also show how to implement probabilist ic
algorithms. For this we need a quantum subrout ine that generates a random bit . This is
done easily by measurements. We de� ne the Hadamard gate which acts on one qubit . It
is an ext remely useful gate in quantum algorithms.

H =

 1p
2

1p
2

1p
2

� 1p
2

!

(18)

Applying this gate on a qubit in the state j0i or j1i , we get a superposit ion: 1p
2
(j0i � j1i ).

A measurement of this qubit yields a random bit . Any classical circuit that uses random
bits can be converted to a quantum circuit by replacing the gates with reversible gates
and adding the \ quantum random bit " subrout ine when needed. Note that here we allow
measuring in the middle of the computat ion. This shows that :

T heor em 3 BPP � BQP
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The repertoireof classical algorithmscan thereforebe simulated e� cient ly by quantum
computers. But quantum systems feature characterist ics which are far more interest ing.
We will encounter these possibilit ies when we discuss quantum algorithms.

Let me de� ne here also the model of quantum Turing Machine[78, 38, 179] (QTM )
which is the quantum analog of the classical TM. The di� erence is that all the degrees
of freedom become quantum: Each cell in the tape, the state of the machine, and the
reading head of the tape can all be in linear superposit ions of their di� erent possible
classical states.

D e�ni t ion 7 A quantum Turing machine is speci� ed by the fol lowing items:

1. A � nite alphabet � = f t ; 0; 1:::g where t is the blank symbol.

2. A � nite set K = f q0; :::qsg of \ machine states" , with h; s 2 K two special states.

3. A transition function � : Q � � � Q � � � f � 1; 0; 1g 7�! C

As in classical TM, the tape is associated a head that reads and writes on that tape.
A classical con� gurat ion, c, of the Turing machine is speci� ed by the head's posit ion, the
contents of the tape and the machine's state. The Hilbert space of the QTM is de� ned
as the vector space, spanned by all possible classical con� gurat ions f jci g. The dimension
of this space is in� nite. The computat ion starts with the QTM in a basis state jci , which
corresponds to the following classical con� gurat ion: An input of n symbols is writ ten
in posit ions 1; ::; n on the tape, all symbols except these n symbols are blank (t ,) and
the head is at posit ion 1. Each t ime step, the machine evolves according to an in� nite
unitary mat rix which is de� ned in the following way. Uc;c0, the probability amplitude to
t ransform from con� gurat ion c to c0 is determined by the t ransit ion funct ion � . If in c,
the state of the machine is q and the symbol in the current place of the tape head is �
then � (q; � ; q0; � 0; � ) is the probability amplitude to go from c to c0, where c0 is equal to c
everywhere except locally. The machine state in c0, q, is changed to q0, the symbol under
the head is changed to � 0 and the tape head moves one step in direct ion � . Note that the
operat ion of the Turing machine is local, i.e. it depends only on the current state of the
machine and the symbol now read by the tape. Unitarity of in� nite mat rices is not easy
to check, and condit ions for unitarity were given by Bernstein and Vazirani[38].

In my opinion, the QTM model is less appealing than the model of quantum circuits,
for a few reasons. First , QTMs involve in� nite unitary mat rices. Second, it seems very
unlikely that a physical quantum computer, will resemble this model, because the head,
or the apparatus execut ing the quantum operat ions, is most likely to be classical in its
posit ion and state. Another point is that the QTM model is a sequent ial model, which
means that it is able to apply only one operat ion at each t ime step. Aharonov and Ben-Or
showed[6] that a sequent ial model is fundamentally incapable of operat ing fault tolerant ly
in the presence of noise. Above all, const ruct ing algorithms is much simpler in the circuit
model. For these reasons I will rest rict this review to quantum circuits. The model of
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quantum circuits, just like that of classical circuits, has a \ uniform" and \ non-uniform"
versions. Again, we will rest rict ourselves to the uniform model, i.e. quantum circuits
which can be designed in polynomial t ime on a classical Turing Machine. Yao[202] showed
that uniform quantum circuits are polynomially equivalent to quantum Turing machines,
by a proof which issurprisingly complicated. Thisproof enablesus the freedom of choosing
whichever model is more convenient for us.

Another model worth ment ioning in thiscontext is thequantum cellular automaton[148,
196, 88, 77]. This model resembles quantum circuits, but is di� erent in the fact that the
operat ions are homogeneous, or periodic, in space and in t ime. The de� nit ion of this
model is subt le and, unlike the case of quantum circuits, it is not t rivial to decide whether
a given quantum cellular automaton obeys the rules of quantum mechanics or not [88].
Another interest ing quantum model is that of a � nite state quantum automaton, which
is similar to a quantum Turing machine except it can only read and not write, so it has
no memory. It is therefore a very limited model. In this model Wat rous[132] showed an
interest ing algorithm which uses interference, and is able to compute a funct ion which
cannot be computed in the analogous classical model.

4 U niversal Quant um Gat es

What kind of elementary gatescan beused in a quantum computat ion program? Wewould
liketo writeour program using elementary steps: i.e., thealgorithm should bea sequenceof
steps, each potent ially implementable in the laboratory. It seems that achieving cont rolled
interact ionsbetween a largenumber of qubits in one elementary step is ext remely di� cult .
Therefore it is reasonable to require an \ elementary gate" to operate on a small number
of qubits, (independent of n which can be very large.) We want our computer to be able
to compute any funct ion. The set of elementary gates used should thus be universal. For
classical reversible computat ion, there exists a single universal gate[96, 186], called the
To� oli gate, which we have already encountered. This gate computes the funct ion

a; b; c 7�! a; b; ab� c:

The claim is that any reversible funct ion can be represented as a concatenat ion of the
To� oli gate on di� erent inputs. For example, to const ruct the logical AND gate on a; b,
we simply input c = 0, and the last bit will contain ab� 0 = AN D(a; b). To implement
the NOT gate on the third bit we set the � rst two bits to be equal to 1. We now have
what is well known to be a universal set of gates, The NOT and AND gates. In the
quantum case, the not ion of universality is slight ly more complicated, because operat ions
are cont inuous. We need not require that all operat ions are achieved exact ly, but a very
good approximat ion su� ces. The not ion of approximat ion is very important in quantum
computat ion. Frequent ly operat ionsareapproximated instead of achieved exact ly, without
signi� cant ly damaging the correctness of the computat ion.

D e�ni t ion 8 A ppr ox imat ion:
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A unitary matrix U is said to be approximated to within � by a unitary matrix U0 i f
jU � U0j � � .

The norm we use is the one induced by the Euclidean norm on vectors in the Hilbert
space.

Note that unitary t ransformat ions can be thought of as rigid rotat ions of the Hilbert
space. This means that angles between vectors are preserved during the computat ion.The
result of using U0 instead of U, where jU � U0j � � , is that the state is t ilted by an angle of
order � from the correct state. However this angle does not grow during the computat ion,
because the rotat ion is rigid. The state always remains within � angle from the correct
state. Therefore the overall error in the ent ire computat ion is addit ive: it is at most
the sum of the errors in all the gates. This shows that the accuracy to which the gates
should be approximated is not very large. If S gates are used in the circuit , it su� ces
to approximate each gate to within O( 1

S ), in order that the computat ion is correct with
constant probability[38].

We can now de� ne the not ion of universal gates, which approximate any possible
quantum operat ion:

D e�ni t ion 9 U ni ver sal Set of Gat es:
A set of quantum gates, G, is called universal i f for any � and any unitary matrix U

on any number of bits, U can be approximated to within � > 0 by a sequence of gates from
G. In other words, the subgroup generated by G is dense in the group of unitary operators,
U(n), for al l n.

Deutsch was the � rst to show a universal elementary gate, which operates on three
qubits[79]. Bernstein and Vazirani[38] gaveanother proof of universality in termsof QTM .
It was then shown by DiVincenzo that two-qubit gates are universal[84]. This is an
important result , since it seems impossible to cont rol interact ions between three part icles,
whereas two part icle interact ions are likely to be much easier to implement . It was a
surprising achievement , since in reversible classical computat ion, which is a special case of
quantum computat ion, there is no set of two bit gates which is universal. Note that one
qubit gate is certainly not enough to const ruct all operat ions. Barenco[13] and Deutsch
et.al[81] showed that almost any two-bit gate is universal (See also Lloyd [141, 143]). An
improvement of DiVincenzo's result was achieved later by Barenco et.al[16], where it was
shown that the classical cont rolled not gate, together with all one-qubit gates const ruct a
universal set as well! In fact , one 1-qubit gate and the cont rolled not gate will do. This
is perhaps the simplest and most economic set const ructed so far. Implementat ion of
one qubit gates are feasible, and experimentalists have already implemented a cont rolled
not gate [187]. However, there are other possible sets of gates. Adleman, et. al.[3] and
Solovay[179] suggested a set of gates, where all ent ries of the mat rices are � 3

5 and � 4
5

and � 1. Other universal sets of gates were suggested in connect ion with fault tolerant
quantum computat ion[174, 5, 128].
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Why do we need so many possible universal sets to choose from? Universal sets of
gates are our computer languages. At the lowest level, we need quantum assembly, the
machine language by which everything will be implemented. For this purpose, we will use
the set which consists of the easiest gates to implement in the laboratory. Probably, the
set of one and two qubit gates will be most appropriate. Another incent ive is analyzing
the complexity power of quantum computers. For this the set suggested by Solovay and
by Adleman et. al. seems more appropriate. (Fortnow recent ly reported on bounds using
this set [95]). We will see that for error correct ion purposes, we will need a completely
di� erent universal set of gates. An important quest ion should arise here. If our computer
is built using one set , how can we design algorithms using another set , and analyze the
computat ional power using a third set? The answer is that since they are all universal
sets, there is a way to translate between all these languages. A gate from one set can
be approximated by a sequence of gates from another set . It turns out that in all the
universal sets described here, the approximat ion to within � of an operat ion on k qubits
takes poly(log( 1

� ); 2k) gates from the set . As long as the gates are local (i.e k is constant )
the t ranslat ion between di� erent universal sets is e� cient .

Now that the concept of a universal set of gates is understood, I would like to present
an example of a simple universal set of gates. It relies on the proof of Deutsch's universal
gate. The idea underlying Deutsch's universal gate is that Reversible computat ion is
a special case of quantum computat ion. It is therefore natural that universal quantum
computat ion can be achieved by generalizing universal reversible computat ion. Deutsch
showed how to generalize To� oli's gate so that it becomes a universal gate for quantum
computat ion:

v

v

Q

The N OT matrix in the original To� oli gate (see equat ion 16) is replaced by another
unitary mat rix on one qubit , Q, such that Qn can approximate any 2 
 2 mat rix. I will
present here a modi� cat ion of Deutsch's proof, using two gates of the above form. De� ne:

U =

 
cos(2� � ) sin(2� � )
� sin(2� � ) cos(2� � )

!

; W =

 
1 0
0 ei 2� �

!

: (19)

We have freedom in choosing � , except we require that the sequence
� mod 1; 2� mod 1; 3� mod 1; ::: hits the � -neighborhood of any number in [0; 1], within
poly( 1

� ) steps. Clearly, � should be irrat ional, but not all irrat ional numbers sat isfy this
property. It is not very di� cult to see that an irrat ional root of a polynomial of degree 2
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sat is� es the required property. Let U3 (W3) be the generalized To� oli gate with U (W)
playing the role of the condit ioned mat rix, Q, respect ively. Then

T heor em 4 f U3; W3g is a universal set of quantum gates.

Pr oof: First , note that according to the choice of � , U approximates any rotat ion in the
real plane, and W approximatesany rotat ion in the complex plane. Given an 8� 8 unitary
mat rix U, let us denote its 8 eigenvectors as j j i with corresponding eigenvalues ei� j . U
is determined by Uj j i = ei� j j j i : De� ne:

Uk j j i =

(
j j i if k 6= j
ei� k j k i if k = j

(20)

Then U = U7U6::::U0. Uk can be achieved by � rst taking j k i to j111i , by a t ransfor-
mat ion which we will denote by R. After R we apply W the correct number of t imes to
approximate j111i 7�! ei� k j111i and then we take j111i to j k i by applying the reverse
t ransformat ion of R, R� 1.

It is left to show how to apply R, i.e. how to take a general state j i =
P 7

i= 0 ci ji i
to j111i . For this, note that Un

3 can approximate the To� oli gate, and therefore can
approximate all permutat ions on basis states. To apply j i 7�! j111i , � rst turn the
coe� cient on the coordinate j110i to 0. This is done by applying W an appropriate
number of t imes so that the phase in the coe� cient of j110i will equal that of j111i . The
coe� cients now become c6 = r 6ei� ; c7 = r 7ei� . Let � be such that r 6 = r sin(� ); r7 = rcos� .
Now apply U an appropriate number of t imes to approximate a rotat ion by � � . This
will t ransform all the weight of j110i to j111i . In the same way we t ransform the weight
from all coordinates to j111i , using permutat ions between coordinates. This achieves
j i 7�! j111i , i.e. the t ransformat ion R. R� 1 is const ructed in the same way.

We have shown that all three qubit operat ions can be approximated. For operat ions
on more qubits, note that the group generated by f Um ; Wmg is dense in all operat ions on
m bits, by the same reasoning. To create Um ( Wm ) from U3 ( W3) use recursion: compute
the logical AND of the � rst two bits by a To� oli gate writ ing it on an ext ra bit , and then
apply Um� 1 ( Wm� 1). The reader can verify that the approximat ion is polynomially fast ,
i.e. for � xed m, any unitary mat rix on m qubits can be approximated to within � by
poly( 1

� ) applicat ions of the gates U3 and W3. 2

The generalized To� oli gates operate on three qubits. Barenco et. al.[16] show an
explicit sequence of two bit gates which const ructs any mat rix on three qubits, of the form
of a generalized To� oli gate:
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v

v

Q

= l lv v

v v v

V VV y

where V =
p

Q. Thus, two bit gates are universal. 2

It was further shown[16] that one-qubit mat rix condit ioned on one other qubit can be
expressed as a sequence of one-qubit mat rices and CN OTs. So the generalized To� oli
gate of Deutsch can be writ ten as a � nite sequence of one-qubit gates and CN OTs. This
shows that f One � qubi t gates; CN OTg is universal.

The descript ion above shows how to approximate unitary mat rices using poly( 1
� ) gates

from the universal set . In fact , an exponent ially faster approximat ion is possible due to a
theorem by Kitaev [122], which was also proved by Solovay[179]:

T heor em 5 Let the matrices U1; :::Ur 2 SU(n) generate a dense subset in SU(n). Then
any matrix U 2 SU(n) can be approximated to within � by a product of poly(log( 1

� ))
matrices from U1; :::Ur ; Uy

1; :::Uy
r .

SU(n) is the set of n � n unitary mat rices with determinant 1. Given a universal quantum
set , we can easily convert it to a set in SU(n) by mult iplying each mat rix with an overall
complex scalar of absulute value 1, namely a phase. This overall phase does not e� ect the
result of any measurement , so any gate can be mult iplied by a phase without a� ect ing the
computat ion. We thus have:

Cor ol lar y 1 The approximation rate of any universal set of quantum gates is exponential.

The idea of the proof of the theorem is to const ruct � ner and � ner nets of points in
SU(n). The 2k'th net is const ructed by taking commutators of points from the k' th net .
Each point in the k0th net is a product of a linear (in k) number of gates from the set
of gates. It turns out that the distance between two adjacent points in the net decreases
exponent ially with k.

Having chosen the set of gates to write algorithmswith, actually writ ing the algorithm
in this assembler-like language seems like a very tedious task! Just like higher languages
in ordinary computer programming, it is desirable that quantum operat ions which are
commonly used can be t reated as black boxes, without rewrit ing them from the beginning
with elementary gates. Steps in this direct ion were made by [16, 15, 24, 155, 193].
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5 Quant um A lgor i t hms

The � rst and simplest quantum algorithm which achieves advantage over classical algo-
rithms was presented by Deutsch and Jozsa[79]. Deutsch and Jozsa's algorithm addresses
a problem which we have encountered before, in the context of probabilist ic algorithms.

f is a Boolean funct ion from f 1; N g to f 0; 1g. Assume N = 2n for some integer
n. We are promised that f (i ) are either all equal to 0, (\ constant " ) or half are
0 and half are 1 (\ balanced" ). We are asked to dist inguish between the two
cases.

The quest ion is presented in the oracle set t ing. This means that the circuit does not
get f (1); ::::f (N ) as input . Instead, the circuit has access to an oracle for f . A query to
the oracle is a gate with n input wires carrying an integer i 2 f 1; ng in bit representat ion.
The output from the oracle gate is f (i ). A quantum query to the oracle means applying
the unitary t ransformat ion ji i jj i 7�! ji i jj � f (i )i . The cost is measured by the number
of queries to the oracle. A classical algorithm that solves this quest ion exact ly will need
O(N ) queries. The quantum algorithm of Deutsch and Jozsa solves the problem exact ly,
with merely one quantum query! The algorithm makes use of a t ransformat ion known as
the discrete Fourier t ransform over the group Z n

2 .

ji i
F or iu er T r ansf or m

� !
1

p
N

X

j

(� 1) i �j jj i (21)

where i ; j are st rings of length n, and i � j =
P n

k= 1 i k j k mod 2, the inner product of i and
j modulo 2. Meanwhile, we need only one easily veri� ed fact about the Fourier t ransform
over Z n

2 : To apply this t ransformat ion on n qubits, we simply apply the Hadamard t rans-
form H from equat ion 18 on each of the n qubits. Note also that the reversed Fourier
t ransform, F T � 1 is equal to the F T. We now turn to solve Deutsch and Jozsa's problem.
We will work with two registers, one will hold a number between 1 to N and therefore
will consist of n qubits, and the other register will consist of one qubit that will carry the
value of the funct ion.
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D eut sch and Jozsa' s A lgor i t hm

j0n i 
 j1i

Apply Fourier t ransform on � rst register.
Apply H on last qubit

+

1p
N

P N
i= 1 ji > 
 ( 1p

2
j0i � 1p

2
j1i )

Call oracle, ji i jj i 7�! ji i jj � f (i )i .

+

1p
N

P N
i= 1(� 1) f ( i )ji > 
 ( 1p

2
j0i � 1p

2
j1i )

Apply reversed Fourier t ransform on � rst register

+

j i 
 ( 1p
2
j0i � 1p

2
j1i )

Measure � rst register

+

If outcome equals 0n , output \ constant "
Else, output \ balanced"

To see why this algorithm indeed works, let us denote by j ci the vector j i in the case
\ constant " , and j bi the vector j i in the case \ balanced" . Note that if f (i ) is constant ,
the second Fourier t ransform merely undoes the � rst Fourier t ransform, so j ci = j0n i .
On the other hand, if f (i ) is balanced, the vector

1
p

N

NX

i = 1

(� 1) f ( i )ji >
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is orthogonal to
1

p
N

NX

i = 1

ji > :

Since unitary operat ionspreserve anglesbetween vectors, j bi is orthogonal to j ci . Hence
theprobability to measure0n in the \ balanced" case iszero. Hence, thealgorithm givesthe
correct answer with probability 1. This algorithm shows the advantage of exact quantum
complexity over exact classical complexity. However, when the rest rict ion to exact solut ion
is released, this advantage is gone. A classical probabilist ic machine can solve the problem
using a constant number of queries - though not by one query! (This was shown in the
overview).

Let meremark that discussing exact solut ions isproblemat ic in the context of quantum
algorithms, because of the cont inuous characterist ics of quantum operators. Almost all
quantum computat ions cannot be achieved exact ly, when using a � nite universal set of
gates; the set of unitary operat ions is cont inuous, while the set of achievable operat ions
using a � nite universal set of gates is countable. Moreover, the not ion of exact quantum
algorithms is not robust , because the set of problems that have exact solut ion depend
very st rongly on the universal set of gates. The funct ion AND, for example,cannot be
computed exact ly by Deutsch's universal machine!

In the next algorithm, due to Simon, the exponent ial advantage is achieved even with-
out requiring exact solut ions. The problem can be speci� ed as follows:

Simon' s Pr obl em:

f is a funct ion from f 1; N g to f 1; N g, where N = 2n . We are promised that
one of two cases occurs:

Either all f (i ) are di� erent , i.e. f is \ one to one" ,

or

f sat is� es that 9s; f (i ) = f (j ) if and only if i = j or i = j � s, i.e f is \ two to
one" .

We are asked to dist inguish between the two cases.

Here a classical computer will need order of O(N ) queries, even when an error is
allowed. Simon's quantum algorithm can solve this quest ion with the expected number
of queries being O(log(N)). (In fact , Brassard et.al. improved this result from expected
O(log(N)) queries to worst case O(log(N)) queries[48].)

We will work with two registers of n qubits; both will hold an integer between 1 to N .
The � rst register will carry numbers in the range of the funct ion. The second register will
carry the value of the funct ion.
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Simon' s A lgor i t hm

j0n i 
 j0n i

Apply Fourier t ransform on � rst register.

+

1p
N

P N
i= 1 ji > 
 j0n i

Call oracle

+

1p
N

P N
i= 1 ji > 
 jf (i )i

Apply Fourier t ransform on � rst register.

+

1
N

P N
k= 1 jk > 


P N
i= 1(� 1) i �k jf (i )i

Measure � rst register. Let k1 be the outcome.
Repeat the previous steps cn t imes to get k1, k2,..., kcn .

+

Apply Gauss eliminat ion to � nd a non-t rivial solut ion for s in the set of equat ions:

k1 � s = 0 mod 2

k2 � s = 0 mod 2
...

kcn � s = 0 mod 2

+

If found, output \ two to one" . If not , declare \ one to one" .

Pr oof of cor r ect ness: To see why thisalgorithm works, let usanalyze the probability
to measure k1 = k, in the two cases. In the case of \ one to one" , theprobability to measure

31



k1 = k is independent of k:

Prob(k1 = k) =
X

i

�
�
�
�
�
(� 1) i �k

N

�
�
�
�
�

2

=
1
N

: (22)

The above formula is derived by comput ing the squared norm of the project ion of the
measured vector on jki 
 jf (i )i and summing over all possible f (i ). If we do the same
thing in the " two to one" case, the project ion on jki 
 jf (i )i will consist of two terms: one
comes from i and the other from i � s, since f (i ) = f (i � s). Hence, in the following sum
we divide by 2 to correct for the fact that every term is counted twice. In the case \ two
to one" , we derive:

Prob(k1 = k) =
1
2

X

i

1
N2 j(� 1) i �k + (� 1)( i� s)�k j2 =

(
2
N if k � s = 0 mod 2
0 otherwise

(23)

So we will only measure k which is orthogonal to s. In order to dist inguish between
the cases, we repeat the experiment many t imes, and observe whether the space spanned
by the random vectors is the whole space or a subspace. If we perform a large enough
number of t rials, we can be almost sure that in the \ one to one" case, the vectors will span
the whole space. Hence � nding a non t rivial solut ion will mean that we are in the \ two to
one" case. A more precise argument follows. Let V be a vector space of dimension n over
Z2. Let S � V be the subspace spanned by the vectors, k1; ::::kt, which were measured
at the � rst t t rials. If S is not equal to V , a random vector kt+ 1 from V will be in S
with probability at most 1

2 . Hence, with probability greater than half, the dimension of
spanf S; kt+ 1g is larger than that of S. By Cherno� 's law[56], the probability the vectors
will not span the whole space after cn t rials is exponent ially small in n. 2

Thisalgorithm isexponent ially more e� cient than any randomized classical algorithm!
This seems like an ext remely st rong result , but it is very important to not ice here that
the problem is stated in the oracle set t ing and that the algorithm does not apply for any
oracle, but only on oracles from a rest ricted set : either \ balanced" or \ constant " funct ions.
This rest rict ion is called in complexity theory a \ promise" to the algorithm: the algorithm
is \ promised" that the oracle is from some rest ricted subset . We will see later, in sect ion
10, that without such a " promise" , quantum computat ion and classical computat ion are
polynomially equivalent in terms of number of queries to the oracle. This shows that in
the absence of a promise, i.e. full range input , the quantum advantage is exhibited not in
the number of accesses to the input , but in the way the informat ion is processed. We will
see an example for this in the next sect ion, in Shor's factorizat ion algorithm.

6 Shor ' s A lgor i t hm for Fact or ing In t egers

Shor's algorithm is the most important algorithmic result in quantum computat ion. The
algorithm builds on ideas that already appear in Deutsch and Jozsa's algorithm and in
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Simon's algorithm, and like these algorithms, the basic ingredient of the algorithm is the
Fourier t ransform. The problem can be stated as follows:

I nput : An integer N
Out put : A non-t rivial factor of N, if exists.

There is no proof that there is no polynomial classical factorizat ion algorithm The
problem is even not known to be N P-complete. However, factorizat ion is regarded as
hard, because many people have t ried to solve it e� cient ly and failed. In 1994, Shor
published a polynomial (in log(N) ) quantum algorithm for solving this problem [172].
This result is regarded as ext remely important both theoret ically and pract ically, although
there is no proof that a classical algorithm does not exist . The reason for the importance
of this algorithm is mainly the fact that the security of the RSA cryptosystem, which is
so widely used, is based on the assumed hardness of factoring integers. Before explaining
the algorithm, I would like to explain here in short how this cryptosystem works.

A cryptosystem is a secure way to t ransform informat ion such that an eavesdropper
will not have any informat ion about the message sent . In the RSA method, the receiver,
Bob, who will get the message, sends � rst a public key to Alice. Alice uses this key to
encode her message, and sends it to Bob. Bob is the only one who can encode the message,
assuming factoring is hard.

T he RSA cr ypt osyst em

A l ice B ob

N; E P; Q large pr imes: Set N = PQ:

 � E copr ime wi th P � 1; Q � 1

M essage M M E mod N

� !

Computes E � 1mod(P � 1)(Q � 1);

Computes (M E )E � 1
modN = M

Thekey ischosen as follows: Bob chooses two largeprimesP and Q. Hethen computes
N = PQ, and also picks an integer co-prime to (P � 1)(Q � 1) = � (N ); the number of
co-primes to N smaller than N . Bob sends E and N to the sender, Alice, using a public
domain (newspaper, phone...) The pair (E ; N ) is called Bob's public key. Bob keeps
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secret D = E � 1mod(P � 1)(Q � 1), which he can compute easily knowing P and Q, using
the extended Euclid's algorithm[73]. The pair (N ; D ) is called Bob's secret key. Alice
computes her message, M , to the power of E , modulo N , and sends this number in a
public channel to Bob. Note that Alice's computat ion is easy: taking a number Y to the
power of X modulo N is done by writ ing X in binary representat ion: X = x1:::xn . Then
one can square (Y x i ) i t imes to get (Y x i )2i

, add the results for all i and take the modulus
over N . Bob decodes Alice's massage using his secret key by comput ing (M E )D modN .

Why does Bob get the correct message M ? This follows from Fermat 's lit t le the-
orem and the Chinese remainder theorem which together imply[73] that for any M ,
M k� (N )+ 1 = M mod N . The security of this cryptosystem rests on the di� culty of
factoring large numbers. If the eavesdropper has a factorizat ion algorithm, he knows the
factors P; Q, and he can simply play the role of Bob in the last step of the cryptographic
protocol. The converse statement , which asserts that in order to crack RSA one must
have a factoring algorithm, is not proven. However, all known methods to crack RSA can
be polynomially converted to a factorizat ion algorithm. Since factorizat ion is assumed
hard, classically, RSA is believed to be a secure cryptosystem to use. In order to use RSA
securely, one should work with integers that are a few hundreds digits in length, since
factoring smaller integers is st ill pract ical. Integers of up to 130 digits have been factor-
ized by classical computers in no longer than a few weeks. Due to the fact that the only
classical factorizat ion algorithm is exponent ial, factorizing a number of twice the number
of digits will take an eavesdropper not twice the t ime, but of the order of million years. If
Alice and Bob work with numbers of the order of hundreds of digits, they are presumably
secure against classical eavesdroppers.

Shor's algorithm provides a quantum e� cient way to break the RSA cryptosystem. In
fact , Shor presented a quantum algorithm not for factoring, but for a di� erent problem:

Or der modul o N :
I nput : An integer N , and Y coprime to N
Out put : The order of Y , i.e. the minimal posit ive integer r such that Y r =
1 mod N .

The problem of factorizat ion can be polynomially reduced to the problem of � nding the
order modulo N , using results from number theory. I will not describe the reduct ion here;
an explanat ion can be found in an excellent review on Shor's algorithm [90]). Instead, I
will show a way[70] to crack RSA given an e� cient algorithm to � nd the order modulo N :
Suppose the message sent is M E . Find the order r of M E modulo N , r is also the order of
M , since E is coprime to (P � 1)(Q � 1) = � (N ). It is easy to � nd e� cient ly the inverse
of E , D 0 = E � 1 modulo r , using Euclid's algorithm. Then simply, (M E )D 0

� M mod N ,
since M r � 1 mod N .

Let me now present Shor's beaut iful algorithm for � nding the order of Y , for any given
Y , modulo N . The descript ion follows[90]. In short , the idea of the algorithm is to create
a state with periodicity r , and then apply Fourier t ransform over ZQ, (the addit ive group
of integers modulo Q), to reveal this periodicity. The Fourier t ransform over the group
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ZQ is de� ned as follows:

jai 7�!
1

p
Q

Q� 1X

b= 0

e2� ia b=Q jbi = j	 Q;ai (24)

The algorithm to compute this Fourier t ransform will be given in the next sect ion, which
is devoted ent irely to Fourier t ransforms. Again we will work with two registers. The � rst
will hold a number between 1 to Q. (Q will be � xed later: it is much larger than N , but
st ill polynomial in N .) The second register will carry numbers between 1 to N . Hence
the two registers will consist of O(log(N)) qubits
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Shor ' s A lgor i t hm

j
!
0i 
 j

!
0i

Apply Fourier Transform over ZQ on the � rst register

+

1p
Q

P Q� 1
l= 0 jl i 
 j

!
0i

Call subrout ine which computes jl i jdi 7�! jl i jd � Y l mod N i

+

1p
Q

P Q� 1
l= 0 jl i 
 jY l modN i

Measure second register.

+

1p
A

P Q� 1
l= 0jY l = Y l 0

jl i 
 jY l0 i = 1p
A

P A� 1
j = 0 jj r + l0i 
 jY l0 i

Apply Fourier Transform over ZQ on the � rst register

+

1p
Q

P Q� 1
k= 0

�
1p
A

P A� 1
j = 0 e2� i ( j r + l0)k=Q

�
jki 
 jY l0 i

+

Measure � rst register. Let k1 be the outcome.
Approximate the fract ion k1

Q by a fract ion with denominator smaller than N ,
using the (classical) method of cont inued fract ions.
If the denominator d doesn't sat isfy Y d = 1mod N , throw it away.
Else call the denominator r 1.

+

Repeat all previous steps poly(log(N)) t imes to get r 1, r 2,..
Output the minimal r .
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Let us now understand how this algorithm works. In the second step of the algorithm,
all numbersbetween 0 and Q� 1 arepresent in thesuperposit ion, with equal weights. In the
third step of the algorithm, they are separated to sets, each has periodicity r . This is done
asfollows: therearer possiblevalueswrit ten on thesecond register: a 2 f Y 0; Y 1; ::::Y r � 1g.
The third state can thus be writ ten as:

1
p

Q

0

@(
Q� 1X

l= 0jY l = Y

jl i 
 jY i ) + (
Q� 1X

l= 0jY l = Y 2

jl i 
 jY 2i ) + :::: + (
Q� 1X

l= 0jY l = Y r

jl i 
 jY r = 1i )

1

A

Note that the values l that give Y l = a have periodicity r : If the smallest such l is l0, then
l = l0 + r; l0 + 2r; :: will also give Y l = a. Hence each term in the brackets has periodicity
r . Each set of l0s, with periodicity r , is at tached to a di� erent state of the second register.
Before the computat ion of Y l , all l 's appeared equally in the superposit ion. Writ ing down
theY l on thesecond register can be thought of asgiving a di� erent \ color" to each periodic
set in [0; Q � 1]. Visually, this can be viewed as follows:

-
0 1 2 ::: r r + 1 ::: 2r 2r + 1 ::: Q � 1

l

The measurement of the second register picks randomly one of these sets, and the state
collapses to a superposit ion of l0s with periodicity r , with an arbit rary shift l0. Now, how
to obtain the periodicity? The � rst idea that comes to mind is to measure the � rst register
twice, in order to get two samples from the same periodic set , and somehow deduce r from
these samples. However, the probability that themeasurement of thesecond register yields
the same shift in two runs of the algorithm, i.e. that the same periodic set is chosen twice,
is exponent ially small. How to gain informat ion about the periodicity in the state without
simply sampling it? This is done by the Fourier t ransform. To understand the operat ion
of the Fourier t ransform, we use a diagram again:

-

- k
0 1 2 3
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::: Q � 1

0 1 2 ::: r
C
C
C
C
C
C
C
C
CO

r + 1 ::: 2r 2r + 1 ::: Q � 1
l
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Each edge in the diagram indicates that there is some probability amplitude to t rans-
form from the bot tom basis state to the upper one. We now measure the � rst register,
to obtain k. To � nd the probability to measure each k, we need to sum up the weights
coming from all the j 0s in the periodic set .

Prob(k) = j
1

p
QA

A� 1X

j= 0

e2� ik(j r+ l0)=Q j2 = j
1

p
QA

A� 1X

j= 0

(e2� ikr=Q) j j2 (25)

Hence, in order to compute the probability to measure each k, we need to evaluate a
geomet rical series. Alternat ively the geomet ric series is a sum over unit vectors in the
complex plane.

Exact per iodi ci t y : Let us assume for a second exact periodicity, i.e. that r divides Q
exact ly. Then A = Q=r . In this case, the above geomet rical series is equal to zero, unless
e2� ik r =Q = 1. Thuswemeasurewith probability 1 only k0s such that kr = 0 modQ. This is
where dest ruct iveinterference comes to play: only \ good" k0s, which sat isfy kr = 0 modQ,
remain, and all the others cancel out . Why are such k0s \ good" ? We can write kr = mQ,
for some integer m, or k=Q = m=r . We know Q, and we know k since we have measured
it . Therefore we can reduce the fract ion k=Q. If m and r are coprime. the denominator
will be exact ly r which we are looking for! By the prime number theorem, there are
approximately n=log(n) numbers smaller than n and coprime with n, so since m is chosen
randomly, repeat ing the experiment a large enough number of t imes we will with very
high probability eventually get m coprime to r .

I mper fect per iodi ci t y : In the general case, r does not divide Q, and this means that
the picture is less clear. \ Bad" k's do not completely cancel out . We dist inguish between
two types of k0s, for which the geomet rical series of vectors in the complex plain looks as
follows:
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In the left case, all vectors point in di� erent direct ions, and they tend to cancel each
other. This will cause dest ruct ive interference, which will cause the amplitude of such k0s
to be small. In the right case, all vectors point almost to the same direct ion. In this case
there will be const ruct ive interference of all the vectors. This happens when e2� ik r =Q is
close to one, or when kr mod Q is close to zero. This means that with high probability, we
will measure only k0s which sat isfy an approximate criterion kr � 0 mod Q. In part icular,
consider k's which sat isfy:

� r =2 � kr mod Q � r =2 (26)

There are exact ly r values of k sat isfying this requirement , because k runs from 0 to
Q � 1, therefore kr runs from 0 to (Q � 1)r , and this set of integers contains exact ly r
mult iples of Q. Note, that for such k0s all the complex vectors lie in the upper half of the
complex plane, so they are inst ruct ively interfering. Now the probability to measure such
a k is bounded below, by choosing the largest exponent possible:

Prob(k) = j
1

p
QA

A� 1X

j= 0

(e2� ikr=Q) j j2 � j
1

p
QA

A� 1X

j= 0

(ei � r=Q) j j2

=
1

QA
j
1 � e� ir A=Q

1 � ei� r =Q j2 =
1

QA
j
sin( � r A

2Q )

sin( � r
2Q )

j2 �
4

� 2r

Where the approximat ion isdue to the fact that Q ischosen to be much larger than N > r ,
therefore the sinus in the enumerator is close to 1 with negligible correct ion of the order
of r =Q. In the denominator we use the approximat ion sin(x) � x for small x, and the
correct ion is again of the order of r =Q. The probability to measure any k which sat is� es
26 is approximately 4=� 2, since there are r such k0s.

Why are such k0s " good" ? Given an integer k which sat is� es the criterion 26, we can
� nd r with reasonably high probability. Note that for \ good" k's, there exists an integer
m such that :

j
k
Q

�
m
r

j �
1

2Q
:

Remember that Q is chosen to be much larger than N , say Q � N 2. This means
that k

Q , a fract ion with denominator � N 2, can be approximated by m
r , a fract ion with

denominator smaller than N , to within 1
N 2 There is only one fract ion with such a small

denominator that approximatesa fract ion so well with such largedenominator. Given k=Q,
the approximat ing fract ion, m

r , can be found e� cient ly, using the method of cont inued
fract ions:

a = a0 +
1

a1 + 1
a2+ :::

;

where ai are all integers. Finding this fract ion, the denominator will be r ! Well, not
precisely. Again, it might be the case that m and r are not coprime, and the number we
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� nd will be the denominator of the reduced fract ion of m
r . In this case the number will

fail the test Y r = 1 which is included in Shor's algorithm, and it will be thrown away.
Fortunately, the probability for m to be coprime to r is large enough: it is greater than
1=log(r ). We repeat the experiment unt il this happens.

This concludes Shor's algorithm. In the next chapter we will see an alternat ive algo-
rithm by Kitaev for � nding the order modulo N .

7 Four ier Transforms

The ability to e� cient ly apply Fourier t ransforms over groups with exponent ially many
elements is unique to the quantum world. In fact , Fourier t ransforms are the only known
tool in quantum computat ion which gives exponent ial advantage. For this reason it is
worthwhile to devote a whole chapter for Fourier t ransforms. The Fourier t ransform is
de� ned as follows. Denote the addit ive group of integers modulo Q by ZQ . Let f be a
funct ion from the group ZQ to the complex numbers:

f : a 7�! f (a) 2 C (27)

The Fourier t ransform of this funct ion is another funct ion from ZQ to the complex num-
bers:

f̂ : a 7�! f̂ (a) =
1

p
Q

X

b2 ZQ

e2� ia b=Qf (b) 2 C (28)

The st raight forward way to compute the Q Fourier coe� cients of the funct ion, f̂ (a)
8a, will take O(Q2) t ime. When Q is a factor of 2, there is a way to shorten the t rivial
Fourier t ransform algorithm using recursion. This is called fast Fourier t ransform, or in
short F F T, and it enables to compute the Fourier t ransform within O(Qlog(Q)) t ime
steps[73]. When Q is very large, this st ill is a very slow operat ion.

In the quantum world, a funct ion from the Abelian group G = ZQ to the complex
numbers f : a 7�! f (a) can be represented by a superposit ion jf i =

P Q� 1
a= 0 f (a)jai (per-

haps normalized.) The Fourier t ransform of the funct ion will be jf̂ i =
P Q� 1

a= 0 f̂ (a)jai . Note
that in the quantum set t ing, the funct ion on Q elements is represented compact ly as a
superposit ion on log(Q) qubits. Thiscompact representat ion allows in somecases to apply
the t ransformat ion jf i 7�! j f̂ i very e� cient ly, in only O(log(Q)) t ime steps. Indeed, mea-
suring all the Fourier coe� cients will st ill take t ime which is exponent ial in log(Q) simply
because the number of coe� cients is exponent ial. However, the actual t ransformat ion
from a superposit ion to its Fourier t ransform will be very fast .

In order to apply the Fourier t ransformat ion on general states, it su� ces to apply the
following t ransformat ion on the basis states:

jai 7�! j	 Q;ai =
1

p
Q

Q� 1X

b= 0

e2� ia b=Q jbi : (29)
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We will � rst consider the special case of Q = 2m , which is simpler than the general case,
since classical techniques for fast Fourier t ransforms can be adopted[172, 51, 72, 80, 109]
I will give here a nice descript ion by Cleve et. al.[70]. Later I' ll describe Kitaev's[123]
more general quantum Fourier t ransform, for any Abelian group, which impliesa beaut iful
alternat ive factorizat ion algorithm.

Quant um fast Four ier t r ansfor m . Let Q = 2m . An integer a 2 f 0; 1; :::; 2m � 1g is
represented in binary representat ion by ja1:::am i , so a = a12m� 1 + a22m� 2 + ::::+ am� 121 +
am . Interest ingly, the Fourier state in this case is not entangled, and can be writ ten as a
tensor product :

j	 Q;ai =
1

p
Q

Q� 1X

b= 0

e2� ia b=Q jbi =
1

p
2m

(j0i + e2� i 0:am j1i )(j0i + e2� i 0:am � 1am j1i ):::(j0i + e2� i 0:a1:::am � 1am j1i )

(30)
We can see this by comput ing the coe� cient of b in this formula. In fact , what mat -
ters is that the phases in the coe� cient of b from both sides of the equality are equal
(modulo 1). To see this, observe that the phase of jbi in the left term is 2� m ab =
2� m P m

i; j = 1 ai 2m� i bj 2m� j , which can be seen to be equal modulo 1 to 0:am � b1+ 0:am� 1am �
b2 + ::: + 0:a1:::am� 1am � bm which is the phase of jbi in the right term.

To apply the QFFT, we will need only two gates. The � rst is the Hadamard gate on
one qubit . The second gate is a gate on two qubits, which applies a condit ioned phase
shift on one qubit , given that the other qubit is in state j1i . Rk denotes the phase shift
on one qubit by e2� i=2k

.

Rk =

 
1 0
0 e2� i=2k

!

; H =

 1p
2

1p
2

1p
2

� 1p
2

!

(31)

We will operate the following gate array:

jam i :::: lH j0i + exp(2� i 0:am)j1i

jam� 1i :::: lH R2

s

j0i + exp(2� i 0:am� 1am )j1i

...
ja2i lH ::: Rm� 2

s

Rm� 1

s

:::: j0i + exp(2� i 0:a2a3:::am� 1am )j1i

ja1i lH R2

s

:::: Rm� 1

s

Rm

s

j0i + exp(2� i 0:a1a2a3:::am� 1am )j1i

We claim that this gate array implements the FT, except that the output is in reverse
order of bits. To prove this, we show that each bit gains the phase it is supposed to gain,
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according to equat ion 30. The � rst H on the � rst bit a1 produces the state on m qubits:

(j0i + e2� i (0:a1) j1i )ja2:::am i

and the next R2 makes it

(j0i + e2� i (0:a1a2) j1i )ja2:::am i ;

and so on unt il the � rst qubit is in the correct state (of the last bit in equat ion 30):

(j0i + e2� i (0:a1a2 :::am ) j1i )ja2:::am i :

In the same way the phases of the rest of the qubits are � xed, one by one. We now simply
reverse the order of the bits to obtain the correct FT.

Note that the number of gates is m(m � 1)=2 which is O(log2(Q)). In fact , many of
these gates can be omit ted, because Rk can be exponent ially close to one. omit t ing such
gates we st ill obtain a very good approximat ion of the Fourier t ransform[72].

K i t aev ' s algor i t hm : Kitaev's algorithm[123] shows how to approximate e� cient ly the
FT over the cyclic group ZQ for any Q (a cyclic group is a group that is generated by
one element ). The generalizat ion to any Abelian group is simple[123], but will not be
described here. The sequence of operat ion is the following:

Four ier Tr ansfor m a la K i t aev

jai 
 j0i =) jai 
 j	 Q;0i =) jai 
 j	 Q;ai =) j0i 
 j	 Q;ai =) j	 Q;ai 
 j0i

Themost important and di� cult step in thisalgorithm is the third step. Let usunderstand
how to perform each of the other steps � rst :

1. j0i 7�! j	 Q;0i is actually a classical operat ion. We pick an integer between 1 and
Q uniformly at random using a recursive procedure. Let 2n� 1 < Q < 2n . Denote
Q0 = 2n� 1 and Q1 = Q � Q0. Apply the one qubit gate j0i 7�!

q
Q0
Q j0i +

q
Q1
Q j1i .

Now, condit ioned on the � rst bit x, create on the last n � 1 bits, the state j	 Qx ;0i
recursively.

2. jai 
 j	 0i =) jai 
 j	 ai is achieved by applying ja; bi 7�! e2� ia b=Q ja; bi :

3. The third operat ion is, perhaps surprisingly, the most di� cult part in the FT, and
I will sketch the idea next .

4. The last operat ion is merely swapping the bits.
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To apply the third step, we note that the vectors j	 Q;ai are eigenvectors of the uni-
tary operat ion U : jgm i 7�! jgm+ 1i , where g is the generator of the cyclic group, with
eigenvalues e� 2� ia =Q The operat ion jai 
 j	 Q;ai =) j0i 
 j	 Q;ai is actually the reverse
of comput ing the eigenvalue of an eigenvector. We need to be able to write down the
eigenvalues of a given unitary mat rix. Kitaev has proved the following lemma:

Lemma 2 (Kitaev) Let U be a unitary matrix on n qubits such that U; U2; U4:::U2n
can

be applied e� ciently. Let j	 � i be U's eigenvectors with corresponding eigenvalues ei� .
Then the transformation j	 � i 
 j0i =) j	 � i 
 j� i can be approximated to exponential
accuracy, e� ciently.

Pr oof: The idea that lies behind this theorem is interference. The eigenvalues are
phases, and in order to gain informat ion about a phase we need to compare it with some
reference phase, just like what happens in an interferometer. The implementat ion of this
idea in the set t ing of qubits is done by adding a cont rol qubit . We proceed as follows.
We apply the Hadamard t ransform H on the cont rol qubit , which separates the state to
two paths, one in which the cont rol qubit is in state j1i and the other in which it is j0i .
Now U is applied on j	 � i , conditioned that the cont rol qubit is 1. This adds a phase ei�

on one of the paths, which can be compared to the reference path. Finally, the cont rolled
qubit is rotated again by a Hadamard t ransform. The following diagram captures the idea
schemat ically:

j	 � ; 0i � � � � �*

1p
2
j	 � ; 0i 7�! 1p

2
j	 � ; 0i

1p
2
j	 � ; 1i 7�! 1p

2
ei� j	 � ; 1i

H H H HHj

-

-

H H H HHj

� � � � �*
j	 � i 
 ( 1+ ei �

2 j0i + 1� ei �

2 j1i )

The cont rol qubit is now in a state j� i = ( 1+ ei �

2 j0i + 1� ei �

2 j1i ), which is a qubit biased
according to the eigenvalue. If we measure this qubit , it behaves like a coin 
 ip with bias
p = j1 � ei� j2=4 = 1� cos�

2 .
The idea is to create many cont rol qubits, and measure all of them. This is like

performing many independent coin tosses. We can deduce � from the rat io between the
number of t imes we got 1 and the number of t imes we got 0. For this, we will apply a
classical algorithm on theoutcomesof themeasurements. However, thereare two problems
with this idea. One is that the outcome of the algorithm will be classical, while we want
to create a unitary t ransformat ion which writes down the eigenvalues and can be applied
on superposit ions. We will deal with this problem later. A more severe problem is that
the algorithm should � nd � with exponent ial accuracy (polynomially many bits), since
there are exponent ially many eigenvalues. To achieve exponent ial accuracy in � we need
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exponent ially many coin tosses; By Cherno� 's inequality[73], exponent ially many coin
tosses are required in order to achieve exponent ial accuracy in � . Since we are limited to
polynomial algorithms, we can only deduce � with polynomial accuracy. The solut ion to
this problem takes advantage of the fact that the powers of U can be applied e� cient ly.
To deduce � to higher accuracy, we slight ly modify the interference scheme: instead of U,
we apply U2. This will generate another set of biased qubits, from which we can deduce
2� with polynomial accuracy. The same thing can be done using U4; :::; U2n

; and this will
generate n sets of m = poly(n) biased qubits. From the outcomes of the measurements of
the j 0th set , wecompute2j � with polynomial accuracy. It iseasy to const ruct a polynomial
classical algorithm that computes � with exponent ial precision (which is what we need)
from the polynomial approximat ions of � ,2� ,4� ,... 2n � .

It is left to show how the above computat ion can be made unitary. The idea is that it
is not necessary to measure each set of qubits, in order to count the number of 10s. Instead
of measuring these bits, we will apply a unitary t ransformat ion that counts the port ion of
1's out of m and writes this port ion down on a counting register. If we denote by w(i ) the
number of 10s in a st ring i , or the weight of the st ring, then this t ransformat ion will be:

ji i j0i 7�! ji i jw(i )=mi : (32)

The result ing state will look something like:

j	 i 

X

i

q
pw(i )(1 � p)m� w(i ) ji i jw(i )i (33)

with perhaps ext ra phases. Most of the weight in this state is concent rated on st rings
with approximately pm 10s, like in a Bernoulli experiment . For each set of cont rol qubits,
we obtain some port ion, writ ten on the count ing register of that set . We denote the n
port ions by w� ; w2� :::w2n � : We can now apply the unitary version of the classical algorithm
which computes an exponent ially close approximat ion of � given the port ions w. If we call
this procedure T, we have:

jw� i jw2� i � � � jw2n � i j0i T� ! jw� i jw2� i � � � jw2n � i j� i (34)

We now have � writ ten down on the last register. Let us denote by Q0 the unitary
operat ion which the algorithm applies so far. It is tempt ing to think that Q0 is the desired
t ransformat ion, j	 � i 
 j0i =) j	 � i 
 j� i : This is not t rue. Actually, Q0 is exponent ially

close to j	 � i 
 j0i 
 j0i
Q0

=) j	 � i 
 j� i 
 jgarbage� i ;
where the last register consists of all the cont rol qubits and ancilla qubits which we

have used during the computat ion. The reason for the fact that Q0 is not exact ly Q, is
that in the classical coin tossing, there is an exponent ially small probability to get result
which is very far from the expected number of 10s, mp. This t ranslates in equat ion 33
to the appearance, with exponent ially small weight , of st rings i which are very far from
the expected number of 10s mp. We now want to ask, why do the garbage qubits mat ter.
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These qubits carry informat ion which is no longer needed, but never the less are entangled
with the rest of the computer. The point is that their existence might prevent interference
in future computat ion. We will develop tools to think about interference in sect ion 9, but
roughly, garbage has the same e� ect as interact ion with the environment , which is known
to causedecoherence. How to get rid of thegarbage? Theproblem is that wecannot simply
erase the garbage by set t ing all the garbage qubits to j0i , because the t ransformat ion that
takes a general state to j0i is not unitary. Fortunately, in our case there is a unitary
t ransformat ion that erases the garbage. We do the following: We copy � , which is writ ten
on the last register, on an ext ra register which is init ialized in the state j0i . The copying
is done bit by bit , using polynomially many CN OT gates. We now apply in reverse order
the reverse of all t ransformat ionsdone so far in thealgorithm, except for theCN OT gates.
The overall t ransformat ion is exponent ially close to the following sequence of operat ions:
apply Q, then copy � and then apply Q� 1. This sequence of operat ion indeed achieves the
desired t ransformat ion without garbage:

j	 � i 
 j0i 
 j0i 
 j0i
Q

=) j	 � i 
 j� i 
 jgarbage� i 
 j0i
CN OT gates

=)

j	 � i 
 j� i 
 jgarbage� i 
 j� i
Q � 1

=) j	 � i 
 j0i 
 j0i 
 j� i :

One can savemany qubitsby erasing garbagein themiddleof the computat ion, when it
isno longer needed, and using theseerased qubitsasregister in the rest of thecomputat ion.
A di� erent proof of this lemma can be found in [70], where QFFT over Z n

2 is used. 2

This concludes the Fourier t ransform algorithm. Kitaev's procedure of writ ing the
eigenvalue down implies a very simple alternat ive factorizat ion algorithm. The way an
integer N is factorized is done again by � nding the order of a number Y which is coprime
to N . (Recall that the order of Y is the least r such that Y r = 1 mod N .) Consider the
unitary t ransformat ion U : jgi 7�! jgY mod N i . The eigenvectors of U, f j	 i g, are exact ly
the linear superposit ions of all con� gurat ions in the subgroup f Y; Y2; Y3; :::Y r g, or any
coset of this subgroup, f gY; gY2; gY3; :::gY r g, with appropriate phases:

Uj	 ai = U(
X

j

e2� ij a=r jgY j i ) = e� 2� ia =r (
X

j

e2� ij a=r jgY j i ):

The eigenvalues of U hold informat ion about r ! The idea would be to apply Kitaev's
lemma, write down � = 2� a=r and deduce r from it .

We start with the basis state j0i , which can be writ ten as an equal superposit ion of
all eigenvectors: j0i =

P
a j	 ai , as you can easily check. Applying Kitaev's lemma on the

state j0i weget on the second register all eigenvalues writ ten with uniform probability. We
now measure this register, which carries an exponent ially close approximat ion of 2� a=r .
We divide by 2� to get c, an exponent ially good approximat ion of a=r . Now, using the
method of cont inued fract ion, like in Shor's algorithm, we � nd the closest fract ion to c
with denominator less than N . With high enough probability a and r are coprime, so we
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get r in the denominator. If not , the denominator does not sat isfy Y r = 1 modN , and we
repeat the experiment again. Here is a summary of the algorithm:

Fact or izat ion a la K i t aev

P
a j	 ai j0n i

Apply Kitaev's t ransformat ion j	 ai j0i 7�! j	 ai j2� a=r i

+

P
a j	 ai j2� a=r i

Measure the second register. Classically compute r from the outcome.

Factorizat ion can be viewed as � nding the order of elements in Abelian groups. Many
people t ried to generalize Shor's and Kitaev's algorithmsto non-Abelian groups. It is con-
jectured that Fourier t ransforms over non-Abelian groups would be helpful tools, however
they are much more complicated operat ions since the Fourier coe� cients are complex ma-
trices, and not complex numbers! Beals[22] made the � rst (and only) step in this direct ion
by discovering an e� cient quantum Fourier t ransform algorithm for the non-Abelian per-
mutat ions group, Sn , building on the classical FFT over Sn [82, 67]. Beals was mot ivated
by an old hard problem in computer science: Given two graphs, can we say whether they
are isomorphic (i.e one is simply a permutat ion of the other) or not . This problem is
not known to be N P� complete, but the best known algorithm is exponent ial. It is st ill
not known whether Beals' Fourier t ransform can be used for solving graph isomorphism.
A very interest ing open quest ion is whether e� cient quantum Fourier t ransforms can be
done over any group, and can they be used to solve other problems.

8 Grover ' s A lgor i t hm for Finding a N eedle in a H ayst ack

Grover's algorithm is surprising and counter intuit ive at � rst sight , though it achieves
only a polynomial (quadrat ic) improvement over classical algorithms. It deals with the
database search problem. Suppose you have access to an unsorted database of size N . You
are looking for an item i which sat is� es some property. It is easy to check whether the
property is sat is� ed or not . How long will it take you to � nd such an item, if it exists? If
you are using classical computat ion, obviously it can take you N steps. If you are using
probabilist ic classical computat ion, you can reduce it to N=2 expected steps. But if you
are using a quantum computer, you can � nd the item in O(

p
N ) steps! I will present here

the algorithm which was found by Grover[110] in 1995. However, I will use here a di� erent
representat ion of the algorithm, which is mainly based on the geomet rical interpretat ion
by Boyer et.al. [44, 45].
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The algorithm works as follows. Set log(N) = n, and let us de� ne a funct ion f :
f 0; 1gn 7�! f 0; 1g where f (i ) = 0 if the i 0th item does not sat isfy the desired property,
and f (i ) = 1 in the case it does. Let t be the number of items such that f (i ) = 1. For the
moment , we assume that t = 1. The algorithm operates in the Hilbert space of n qubits.
Its main part actually works in a subspace of dimension 2 of this space. This subspace is
the one which is spanned by the two vectors:

jai =
1

p
N

2n � 1X

i = 0

ji i ; jbi =
1

p
N � 1

2n � 1X

i = 0jf ( i )= 0

ji i : (35)

�
�

�
�

�
� �>

- jbi
�

jai

We begin by applying a FT on j0i which generates the uniform vector jai , using n
Hadamard gates. We now want to rotate the vector in the two dimensional subspace
spanned by jai and jbi , so that eventually we have large project ion on the direct ion or-
thogonal to jbi , which is exact ly the item we want . The idea is that a rotat ion by the
angle 2� , is equivalent to two re
 ections, � rst with respect to jai , and then with respect
to jbi . We de� ne a Boolean funct ion g(i ) to be 0 only for i = 0, and 1 for the rest .
A re
 ect ion around j0i is obtained by R0 : ji i 7�! (� 1)g(i ) ji i . A re
 ect ion around jai
is achieved by: Ra = F T � R0 � F T. To re
 ect around jbi , apply the t ransformat ion:
Rb : ji i 7�! (� 1) f ( i ) ji i . A rotat ion by an angle 2� is achieved by applying RaRb.

Gr over ' s algor i t hm
Apply Fourier t ransform on j0i to get jai .
Apply RaRb

p
N � =4 t imes.

Measure all bits.

The crucial point is that � sat is� es cos(� ) =
q

N� 1
N so for large N , we have

� � sin(� ) =
1

p
N

(36)

Therefore after O(
p

N ) rotat ions, with high probability the measurement yields an item
sat isfying f (i ) = 1. Note that this algorithm relies heavily on the assumpt ion that the
number of \ good" items is one. If for example the number of \ good" items is t = 2 ,
we will have almost 0 probability to measure a \ good" item, exact ly when we expect this
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probability to be almost one! There are several ways to generalize this algorithm to the
general case where the number of \ good" items is not known. One is a known classical
reduct ion[192]. Another generalizat ion was suggested in [44]. This suggest ion not only
� nds a \ good" item regardless of what the number, t, of \ good" items is, but also gives
a good est imat ion of t. The idea is that the probability to measure a \ good" item is a
periodic funct ion in the number of Grover's iterat ion, where this period depends on t in
a well de� ned way. The period can be found using ideas similar to what is used in Shor's
algorithm, by Fourier t ransforms. Grover's algorithm can be used to solve N P complete
problems in t ime

p
2n , instead of the classical 2n , which simply goes over all the 2n items

in the database.

Grover's algorithm provides a quadrat ic advantage over any possible classical algorithm,
which is opt imal, due to Bennet t et.al.[36, 44, 204], a result which I will discuss when
dealing with quantum lower bounds in sect ion 10. Let me now describe several variants
on Grover's algorithm, all using Grover's iterat ion as the basic step. (These variants and
others can be found in Refs. [47, 111, 87, 112, 48, 44] and [113].)

Est imat ing t he medi an t o a pr ecision � .[113, 111]

f is a funct ion from f 1; ::N g to f 1; ::N g where N is ext remely large. We are
given � > 0, We want to � nd the median M , where we allow a deviat ion by � ,
i.e. the number of items smaller than M should be between (1� � )N

2 . We also
allow an exponent ially small (in 1=� ) probability for an error.

We assume that N is very large, and so only polylog(N ) operat ionsare considered feasible.
Classically, this means that the Median cannot be computed exact ly but only est imated
probabilist ically. A classical probabilist ic algorithm cannot do bet ter than sample random
elements f (i ), and compute their median. An error would occur if more than half the
elements are chosen from the last 1+ �

2 items, or from the � rst 1� �
2 items. For these events

to have exponent ially small probability, we need O( 1
� 2 ) samples, by Cherno� 's law[73].

The following quantum algorithm performs the task in O( 1
� ) steps.

The idea is to � nd M by binary search, start ing with some value, M 0, as a guess.
We will est imate up to precision � , the number j� j such that (1 + � )N=2 items sat isfy
f (i ) > M 0, This will take us O( 1

� ) steps. We can now cont inue the binary search of M ,
according to the � which we have found. Note that since we do not have informat ion
about the sign of � , a simple binary search will not do, but a slight modi� cat ion will.
Each step reduces the possible range of M by a factor of half, and thus the search will
take polylog(N )O( 1

� ) steps. It is therefore enough to est imate j� j in O( 1
� ) steps, given a

guess for the median, M 0. Here is how it is done.
We de� ne f 0(i ) = 1 if f (i ) > M 0, and f 0(i ) = 0 if f (i ) � M 0. Our basic iterat ion will

be a rotat ion in the subspace spanned by two vectors:
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j� i =
1

p
N

2n � 1X

i = 0

ji i ; j� i =
1

p
N

2n
X

i = 0

(� 1) f 0( i ) ji i (37)

Let j
 i be a vector orthogonal to j� i in the two dimensional subspace. The angle between
j� i and j
 i , is � � sin(� ) = � . Rotat ion by 2� can be done like in Grover's algorithm.
We start with j� i and rotate by 2� 1

2� t imes. The angle between our vector and j� i is
� =� . We can now project on j� i (by rotat ing j� i to j0i and project ing on j0i ). The result
is dist ributed like a coin 
 ip with bias cos2(� =� ). We can repeat this experiment poly( 1

� )
number of t imes. This will allow us to est imate the bias cos2(� =� ) and from it j� j=� , up
to a 1=4, with exponent ially small error probability. Thus we can est imate j� j up to � =4
in O( 1

� ) t ime.

Est imat ing t he mean t o a pr ecision � .

f is a funct ion from f 1; ::N g to [� 0:5; 0:5], where N is assumed to be very
large. We are given � > 0, We want to est imate the mean M up to a precision
� .

Again, classically, this will take O( 1
� 2 ), assuming that N is ext remely large. Grover sug-

gested a quantum algorithm to solve this problem in O( 1
� ) steps[111]. Instead of showing

Grover's version, I will show a simple classical reduct ion[199] which allows solving the
mean est imat ion problem given the median algorithm. The idea is that for Boolean func-
t ions the mean and median problems coincide. We write the real number f (i ), which is
between � 0:5 to 0:5 in its binary representat ion: f (i ) = 0:f 1(i )f 2(i )f 3(i )::::: up to log( 2

� )
digits, where f j (i ) is the j 0th bit of f (i ). Hence, f j (i ) are Boolean funct ions. We can
denote by M j the mean of f j , which can be est imated by the median algorithm. The
mean of f can be computed from 1

N

P
i f (i ) =

P
j 2� j ( 1

N

P
i f j (i )) =

P
j 2� j M j . Cut t ing

the number of digits causes at most �
2 error in M . Each M j will be est imated to precision

� =2, and this will cause �
2 addit ional error all together.

F indi ng t he m ini mum

f is a funct ion from f 1; ::N g to f 1; ::N g . We want to � nd i such that f (i ) is
minimal.

Classically, this will take O(N ), if the database is not sorted. Durr and Hoyer[87] show
a quantum algorithm which � nds the minimum in O(

p
N ). This is done by a binary

search of the minimum: At each step j , we have a threshold � j . This de� nes a funct ion:
f j (i ) = 1 if f (i ) < � j , and f j (i ) = 0 otherwise. � 0 is � xed to be N=2, i.e. in the middle
of the interval [1; :::N ]. Then we apply Grover's search, to � nd an i such that f 0(i ) = 1.
If we � nd such an i , we � x the new threshold, � 1 to be f (i ). Else, we � x � 1 = 3N=4, i.e.
in the middle of the interval [N=2; :::N ]. We cont inue this binary search unt il the current
interval has shrunk to the size of one number. This is the minimum.
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Grover's iterat ion can be used to achieve a quadrat ic gap also between quantum and
classical communicat ion complexity[52], an issue which is beyond of the scope of this
review.

9 W hat Gives Quant um Comput ers t heir (Possible) Ext ra
Power

Let us ask ourselves why quantum computers can perform tasks which seem hard or
impossible to do e� cient ly by classical machines. This is a delicate quest ion which is st ill
an issue of debate. One way to look at this quest ion is using Feynman's path integrals.
We will associate a diagram with a computat ion, in which the vert ical axis will run over
all 2n possible classical con� gurat ions, and the horizontal axis will be t ime. Here is an
example of such a diagram:

� � � � � � �*

� 1 -

1

11

10

01

00

11

10

01

00

I 
 H

�
�

�
�

�
�

��

1

-� 1

�
�

�
�

�
� ��

1

-� 1

H 
 I

-1
H H H H H HHj

1

-1
H H H H H HHj

1

-� 1� � � � � � �*

1

� � � � � � �*

� 1
-

1

I 
 H

In this diagram, the state is init ially j11i . The operat ion H is applied thrice: First on
the � rst bit , then on the second bit and then again on the � rst bit . The numbers near
the edges indicate the probability amplitude to t ransform between con� gurat ions weights:
� 1 corresponds to � 1p

2
and 1 corresponds to 1p

2
. Let us now compute the weight of each

basis state in the � nal superposit ion. This weight is the sum of the weights of all paths
leading from the init ial con� gurat ion to the � nal one, where the weight of each path is the
product of the weights on the edges of the path.

Quantum : Prob(j) = j
X

d:i7! j

w(d)j2 (38)

One can see that in the above diagram the weights of 10 and 00 in the � nal superposit ion
are zero, because the two paths leading to each one of these states cancel one another.

What can we learn from this diagram? In order to analyze this diagram, I would like
to de� ne a classical computat ion model, called stochastic circuits which can be associated
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with very similar diagrams. The comparison between the two models is quite inst ruct ive.
The nodes in a stochast ic circuit have an equal number of inputs and outputs, like nodes
in a quantum circuit . Instead of unitary mat rices, the nodes will be associated with
stochast ic mat rices, which means that the ent ries of the mat rices are posit ive reals, and
the columnsareprobability dist ribut ions. Such mat ricescorrespond to applying stochast ic
t ransformat ionson thebits, i.e. a st ring i t ransformsto st ring j with theprobability which
is equal to the mat rix ent ry Ri; j . For example, let R be the stochast ic mat rix on one bit :

R =

 
1
2

1
2

1
2

1
2

!

(39)

This mat rix takes any input to a uniformly random bit . Consider the probabilist ic com-
putat ion on two bits, where we apply R on the � rst bit , then on the second bit , and then
again on the � rst bit . The diagram we get is:

� � � � � � �*

-11

10

01

00

11

10

01

00

I 
 R

�
�

�
�

�
�

��

-

�
�

�
�

�
� ��

-

R 
 I

-H H H H H HHj

-H H H H H HHj

-� � � � � � �*

� � � � � � �*

-

I 
 R

where theweightsof all edgesare 1
2. Just likein quantum computat ion, theprobability

for a con� gurat ion in the � nal state is computed by summing over the weights of all paths
leading to that con� gurat ion, where the weight of each path is the product of the weights
of the edges part icipat ing in the path.

Stochast ic : Prob(j) =
X

d:i7! j

Prob(d) (40)

In this diagram all the con� gurat ions in the � nal state have probability 1
4.

We now have two models which are very similar. It can be easily seen that stochast ic
circuits are equivalent to probabilist ic TM. This means that we can � nd the advantage
of quantum computat ion over classical computat ion in the di� erence between quantum
circuitsand stochast ic circuits. It is somet imestempt ing to say that quantum computat ion
is powerful because it has exponent ial parallelism. For n part icles, the vert ical axis will
run over 2n possible classical states. But this will also be t rue in the diagram of stochast ic
computat ion on n bits! The di� erence between quantum and classical computat ions is
therefore more subt le.
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To reduce the di� erence between the two models even further, it can be shown[38]
that the complex numbers in quantum computat ion can be replaced with real numbers,
without damaging the computat ional power. This is done by adding an ext ra qubit to
the ent ire circuit , which will carry the informat ion of whether we are working in the real
or imaginary part of the numbers. The correspondence between the superposit ions of the
complex circuit to the real circuit will be:

X

i

ci ji i 7�!
X

i

Re(ci )ji ; 0i + I m(ci )ji ; 1i (41)

Hence quantum computers maintain their computat ional power even if they use only
real valued unitary gates. There are two di� erences between these gates and stochast ic
gates. One is that stochast ic gates have posit ive ent ries while real unitary gates have
posit ive and negat ive ent ries. The other di� erence is that unitary gates preserve the L 2

norm of vectors, while stochast ic gates preserve L 1 norm. The di� erence between the
quantum and classical models can therefore be summarized in the following table:

Quantum Stochasti c

N egati ve + Posi ti ve Posi ti ve

L 2 N orm L 1 N orm

Why are negat ive numbers so important? The fact that weightscan be negat ive allows
di� erent paths to cancel each other. We can have many non-zero paths leading to the
same � nal con� gurat ion, all cancelling each other, causing dest ruct ive interference. This
is exact ly what happens in Deutsch and Jozsa's algorithm, Simon's algorithm and Shor's
algorithm, where the paths that lead to \ bad" st rings in the last step of the algorithm
are dest ruct ively interfering, and at the same t ime paths that lead to \ good" st rings are
const ruct ively interfering. In the probabilist ic case, interference cannot occur. Paths
do not talk to each other, there is no in
 uence of one path on the other. Probabilist ic
computat ion has the power of exponent iality, but lacks the power of interference o� ered
by computat ion that uses negat ive numbers. An exponent ial advantage in computat ional
power of negat ive numbers is already familiar from classical complexity theory, when
comparing Boolean circuits with monotone Boolean circuits[191].

There are other computat ional models which exhibit interference, such as opt ical com-
puters. However, these modelsdo not exhibit exponent iality. It isonly the quantum model
which combines the two features of exponent ial space which can be explored in polynomial
t ime, together with the ability of interference. (See also [9].)

Another point of view of the origin of the power of quantum computat ion is quantum
correlat ions, or entanglement. Two qubits are said to be entangled if their state is not in
tensor product , for example the EPR pair 1p

2
(j00i + j11i ). In a system of n qubits, the

entanglement can be spread over macroscopic range, like in the state 1p
2
(j0n i + j1n i ), or
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it can be concent rated between pairs of part icles like in the state
N

n=2
1p
2
(j00i + j11i ).

It can be shown that quantum computat ional power exists only when the entanglement
is spread over macroscopically many part icles. If the entanglement is not macroscopically
spread, the system can be easily simulated by a classical computer[6]. For the importance
of entanglement see for example Jozsa's review[118]. This macroscopic spread of entan-
glement lies in the essence of another important topic, quantum error correct ing codes,
which we will encounter later.

10 W hat We Cannot D o wit h Quant um Comput ers

Now that we have all this repertoire of algorithms in our hands, it is tempt ing to t ry
and solve everything on a quantum computer! Before doing that , it is worthwhile to
understand the limitat ions of this model. The � rst thing to know is that this model
cannot solve any quest ion which is undecidable by a classical machine. This is simply due
to the fact that anything that can be done in this model can be simulated on a classical
machine by comput ing the coe� cients of the superposit ion and writ ing them down. This
will take an exponent ial amount of t ime, but � nally will solve anything which can be done
quantumly. Therefore the only di� erence between classical and quantum computat ion lies
in the computat ional cost .

The t rivial simulat ion of quantum computers by classical machines is exponent ial both
in t ime and space. Bernstein and Vazirani[38] showed that classical Turing machines can
simulate quantum computers in polynomial space, although st ill in exponent ial t ime:

T heor em 6 (Bernstein, Vazirani) BQP � Pspace

The theorem means that anything that can be done on a quantum machine can be
done by a classical machine which uses only polynomial space. To prove this result , have
another look on the Feynman path graph presented in Sec. 9. To compute the weight
of one path, we need only polynomial space. We can run over all paths leading to the
same con� gurat ion, comput ing the weight one by one, and adding them up. This will give
the probability of one con� gurat ion. To compute the probability to measure 0, we add
the probabilit ies of all the con� gurat ions with the result bit being 0. This again will take
exponent ial t ime, but only polynomial space.

Valiant improved this result [38] to show that BQP is contained in a complexity class
which is weaker than Pspace, namely P# P , which I will not de� ne here. It might st ill
be that quantum computat ion is much less powerful, but we st ill do not have a proof for
that . In part icular, the relat ion between BQP and N P is not known yet .

We do understand a lot about the following quest ion:

Can quantum computat ion be much more e� cient than classical computat ion
in terms of number of accesses to the input?
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Consider accessing the n input bits X 1; :::X n, for a problem or a funct ion via an oracle,
i.e. by applying the unitary t ransformat ion:

ji i j0i 7�! ji i jX i i (42)

This unitary t ransformat ion corresponds to the classical operat ion of asking: \ what is the
i ' th bit? \ and get t ing theanswer X i . Onemight hope to makeuse of quantum parallelism,
and query the oracle by the superposit ion 1=

p
N

P
i ji i j0i 7�! 1=

p
N

P
i ji i jX i i . In one

query to the oracle, the algorithm can read all the N bits, so intuit ively no quantum
algorithm needs more than one query to the oracle. It turns out that this intuit ion is
completely wrong. It can be shown, using the not ion of von Neumann ent ropy (see [161])
that there are no more than log(N ) bits of informat ion in the state 1=

p
N

P
i ji i jX i i .

Bennet t et.al.[36] show that if the quantum algorithm is supposed to compute the OR of
the oraclebits X 1; :::X n, then at least O(

p
N ) queries are needed. Note that OR is exact ly

the funct ion computed by Grover's database search. Hence this gives a lower bound of
O(

p
N ) for database search, and shows that Grover's algorithm is opt imal.

T heor em 7 Any quantum algorithm that computes OR(X 1:::X N ) requires at least O(
p

N )
steps.

The idea of the proof is that if the number of the queries to the oracle is small, there exists
at least one index i , such the algorithm will be almost indi� erent to X i , and so will not
dist inguish between the case of all bits 0 and the case that all bits are zero except X i = 1.
Since the funct ion which the algorithm computes is OR, this is a cont radict ion.
Beals et. al.[23] recent ly generalized the above result building on classical results by Nisan
and Szegedi[154]. Beals et.al. compare the minimal number of queries to the oracle which
are needed in a quantum algorithm, with the minimal number of queries which are needed
in a classical algorithm. Let us denote by D(f ) and Q(f ) the minimal number of queries
in a classical and quantum algorithm respect ively. Beals et.al.[23] show that D (f ) is at
most polynomial in Q(f ).

T heor em 8 D(f ) = O(Q(f )6)

Beals et. al. use similar methods to give lower bounds on the t ime required to quantumly
compute the funct ions MAJORITY, PARITY[92], OR and AND:

OR � (
p

N )
AND � (

p
N )

PARITY N=2
MAJORITY � (N )

(Here f = � (g) means that f and g behave the same asymptot ically.) The lower
bounds are achieved by showing that the number of t imes the algorithm is required to
access the input is large. This is intuit ive, since these funct ions are very sensit ive to their
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input bits. For example, the st ring 0N sat is� es OR(0N ) = 0, but 
 ipping any bit will give
OR(0N � 11) = 1.

The meaning of these results, is that in terms of the number of accesses to the input ,
quantum algorithmshaveno morethan polynomial advantageover classical algorithms[159].
This polynomial relat ion can give us a hint when looking for computat ional problems in
which quantum algorithms may have an exponent ial advantage over classical algorithms.
These problems will have the property that in a classical algorithm that solves them, the
bot t le neck is the informat ion processing, while the number of accesses to the input can be
very small. Factorizat ion isexact ly such a problem. D(f ) is log(N ), because the algorithm
simply needs to read the number N in binary representat ion, but the classical informa-
t ion processing takes exponent ial in log(N ) steps. Shor's quantum algorithm enables an
exponent ial speed up in the informat ion processing. An opposite example is the database
search. Here, the bot t le neck in classical computat ion is not the informat ion processing
but simply the fact that the size of the input is very large. Indeed, in this case, quantum
computers have only quadrat ic advantage over classical computers.

Now that weunderstand someof the limitat ionsand advantagesof thequantum model,
let us go on to the subject of quantum noise.

11 Worr ies about D ecoherence, Precision and In accuracies

Learning about the possibilit ies which lie in quantum computat ion gave rise to a lot of
enthusiasm, but many physicist [135, 189, 57, 19] were at the same t ime very scept ic about
the ent ire � eld. The reason was that all quantum algorithms achieve their advantage
over classical algorithms when assuming that the gates and wires operate without any
inaccuracies or errors. Unfortunately, in reality we cannot expect any system to be ideal.
Quantum systems in part icular tend to lose their quantum nature easily. Inaccuracies
and errors may cause the damage to accumulate exponent ially fast during the t ime of the
computat ion[57, 58, 17, 19, 149]. In order to perform computat ions, one must be able to
reduce the e� ects of inaccuracies and errors, and to correct the quantum state.

Let us t ry to understand the types of errors and inaccuracies that might occur in a
quantum computer. The simplest problem is that the gates perform unitary operat ions
which slight ly deviate from the correct ones. Indeed, it was shown by Bernstein and
Vazirani[38] that it su� ces that the ent ries of the gates are precise only up to 1=n, where
n is the size of the computat ion. However, it is not reasonable to assume that inaccuracies
decrease as 1=n. What seems to be reasonable to assume is that the devices we will use
in the laboratory have some � nite precision, independent of the size of the computat ion.
Errors, that might occur, will behave, presumably, according to the same law of constant
probability for error per element per t ime step. Perhaps the most severe problem was
that of decoherence[151, 184, 205, 156, 100]. Decoherence is the physical process, in which
quantum system lose some of their quantum characterist ics due to interact ions with envi-
ronment . Such interact ions are inevitable because no system can be kept ent irely isolated
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from the environment . The e� ect of entanglement with the environment can be viewed as
if the environment applied a part ial measurement on the system, which caused the wave
funct ion to collapse, with certain probability. This collapse of the wave funct ion seems to
be an irreversible process by de� nit ion. How can we correct a wave funct ion which has
collapsed?

In order to solve the problem of correct ing the e� ects of noise, we have to give a formal
descript ion of the noise process. Observe that the most general quantum operat ion on
a system is a unitary operat ion on the system and its environment . Noise, inaccuracies,
and decoherence can all be described in this form. Formally, the model of noise is that in
between the t ime steps, we will allow a \ noise" operator to operate on the system and an
environment . We will assume that the environment is renewed each t ime step, so there are
no correlat ionsbetween the noise processes at di� erent t imes. Another crucial assumpt ion
is that the noise is local. This means that each qubit interacts with its own environment
during the noise process, and that there are no interact ions or correlat ions between these
environments. In other words, the noise operator on n qubits, at each t ime step, can be
writ ten as a tensor product of n local noise operators, each operat ing on one qubit :

E = E1 
 E2 
 � � � 
 En :

If the qubits were correlated in the last t ime step by a quantum gate, the local noise
operator operates on all the qubits part icipat ing in one gate together. This noise model
assumes that correlat ions between errors on di� erent qubits can only appear due to the
qubits interact ing through a gate. Otherwise, each qubit interacts with its own environ-
ment .

The most general noise operator on one qubit is a general unitary t ransformat ion on
the qubit and its environment :

jei j0i ! je0i j0i + jeb
0i j1i (43)

jei j1i ! je1i j1i + jeb
1i j0i

When qubits interact via a gate, the most general noise operat ion would be a general
unitary t ransformat ion on the qubit part icipat ing in the gate and their environments.

When dealing with noise, it is more convenient to use the language of density mat rices,
instead of vectors in the Hilbert space. I will de� ne them here, so that I can explain the
not ion of \ amount of noise" in the system, however they will rarely be used again later in
this review. The density mat rix describing a system in the state j� i is � = j� i h� j. The
density mat rix of part A of the system can be derived from � by t racing out , or integrat ing,
the degrees of freedom which are not in A. The unitary operat ion on the environment
and the system, which corresponds to quantum noise, can be viewed as a linear operator
on the density mat rix describing only the system. As a met ric on density mat rices we
can use the � delity[201], or the t race met ric[8], where the exact de� nit ion does not mat ter
now. Two quantum operat ions are said to be close if when operat ing on the same density
mat rix, they generate two close density mat rices. We will say that the noise rate in the
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system is � if each of the local noise operators is within � distance from the ident ity map
on density mat rices.

We now want to � nd a way to compute fault tolerant ly in the presence of noise rate
� , where we do not want to assume any knowledge about the noise operators, except the
noise rate. We will � rst concent rate on a simple special case, in which the computat ion
consists of one t imestep which computes the ident ity operator on all qubits. This problem
is actually equivalent to the problem of communicat ing with noisy channels. In order to
understand the subt le points when t rying to communicate with noisy channels, let us
consider the classical analogous case. Classical informat ion is presented by a st ring of bits
instead of qubits, and the error model is simply that each bit 
 ips with probability � .

Suppose Alice wants to send Bob a st ring of bits, and the channel which they use
is noisy, with noise rate � , i.e. each bit 
 ips with probability � . In order to protect
informat ion against noise, Alice can use redundancy. Instead of sending k bits, Alice will
encode her bits on more bits, say n, such that Bob can apply some recovery operat ion to
get the original k bits. The idea is that to � rst approximat ion, most of the bits will not
be damaged, and the encoded bits, somet imes called the the logical bits, can be recovered.
The simplest example of a classical code is the majority code, which encodes one logical
bit on three bits.

0 7�! 0L = 000 ; 1 7�! 1L = 111

This classical code corrects one error, because if one bit has 
 ipped, taking the majority
vote of the three bits st ill recovers the logical bit . However, if more then one bit has

 ipped, the logical bit can no longer be recovered. If the probability for a bit 
 ip is � ,
then the probability that the three bits cannot be recovered, i.e. the e� ect ive noise rate
� e, equals:

� e = 3� 2(1 � � ) + � 3:

If we require that we gain some advantage in reliability by the code, then � e < � implies
a threshold on � , which is � < 0:5. If � is above the threshold, using the code will only
decrease the reliability.

The majority code becomes ext remely non e� cient when Alice wants to send long
messages. If we require that Bob receives all the logical bits with high probability of being
correct , Alice will have to use exponent ial redundancy for each bit . However, there are
error correct ing codes which map k bits to m = O(k) bits, such that the probability for
Bob to get the original message of k bits correct is high, even when k tends to in� nity.
A very useful class of error correct ing codes are the linear codes, for which the mapping
from k bits to n bits is linear, and the set of code words, i.e. the image of the mapping, is
a linear subspace of F m

2 . A code is said to correct d errors if a recovery operat ion exists
even if d bits have 
 ipped. The Hamming distance between two st rings is de� ned to be
the number of coordinates by which the two st ringsdi� er. Being able to recover the st ring
after d bit 
 ips have occurred implies that the distance between two possible code words is
at least 2d+ 1, so that each word is corrected uniquely. For an int roduct ion to the subject
of classical error correct ing codes, see van Lint [139].
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We de� ne a quantum code in a similar way. The state of k qubits is mapped into the
state of m qubits. The term logical state is used for the original state of the k qubits. We
say that such a code corrects d errors, if there exists a recovery operat ion such that if not
more than d qubits were damaged, the logical state can st ill be recovered. It is important
here that Bob has no cont rol on the environment with which the qubits interacted during
the noise process. Therefore we require that the recovery operat ion does not operate on
the environment but merely on the m qubits carrying the message and perhaps some
ancilla qubits. The image of the map in the Hilbert space of m qubits will be called a
quantum code.

Let us now try to const ruct a quantum code. Suppose that Alice wants to send Bob a
qubit in the state c0j0i + c1j1i : How can she encode the informat ion? One way to do this
is simply to send the classical informat ion describing c0 and c1 up to the desired accuracy.
We will not be interested in this way, because when Alice wants to send Bob a state of n
qubits, the amount of classical bits that needs to be sent grows exponent ially with n. We
will want to encode qubits on qubits, to prevent this exponent ial overhead. The simplest
idea that comes to mind is that Alice generates a few copies of the same state, and sends
the following state to Bob:

c0j0i + c1j1i 7�! (c0j0i + c1j1i ) 
 (c0j0i + c1j1i ) 
 (c0j0i + c1j1i ) :

Then Bob is supposed to apply some majority vote among the qubits. Unfortunately, a
quantum majority voteamong general quantum states isnot a linear operat ion. Therefore,
simple redundancy will not do. Let us t ry another quantum analog of theclassical majority
code:

c0j0i + c1j1i 7�! c0j000i + c1j111i

This code turns out to be another bad quantum code. It does not protect the quantum
informat ion even against one error. Consider for example, the local noise operator which
operates on the � rst qubit in the encoded state c0j000i + c1j111i . It does nothing to that
qubit , but it changes the state of the environment according to whether this bit is 0 or 1:

j0i 
 jei 7�! j0i 
 je0i (44)

j1i 
 jei 7�! j1i 
 je1i

Here he0je1i = 0. Even though only an ident ity operat ion was applied on the � rst bit , the
fact that the environment changed according to the state of this bit is equivalent to the
environment measuring the state of the � rst qubit . This measurement is an irreversible
process. After the noise operat ion, the environment is no longer in a tensor product with
the state. Bob can only apply local operat ions on his system, and cannot cont rol the
environment . This means that the entanglement between the state of the � rst qubit , and
the environment cannot be broken during the recovery operat ion; the coherence of the
state is lost . A theorem due to Schumacher and Nielsen[169] formalizes this intuit ion.
The claim is that if the reduced density mat rix of the environment is di� erent for di� erent
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code words, then there is no unitary operat ion that operates on the system and recovers
the logical state.

T heor em 9 I t is impossible to recover the logical state, if information about it has leaked
to the environment via the noise process.

This theorem underlines the main dist inct ion between quantum error correct ing codes
and classical error correct ing codes. Quantum codes t ry to hide informat ion from the
environment , In cont rast , the protect ion of classical informat ion from noise, is completely
orthogonal to the quest ion of hiding secrets. The theorem gives us insight as to the basic
idea in quantum computat ion: The idea is to spread the quantum informat ion over more
than d qubits, in a non-local way, such that the environment which can access only a
small number of qubits can gain no informat ion about the quantum logical state, and this
informat ion will be protected. Now, that we have some intuit ion about the requirements
from quantum codes, we can proceed to show how to const ruct such codes.

12 Correct ing Quant um N oise

In order to succeed in correct ing quantum noise, we need to consider more carefully the
process of noise. The � rst and most crucial step is the discovery that quantum noise can
be t reated as discrete. In the quantum set t ing, weassume all qubitsundergo a noise of size
� . We want to replace this with the case in which a few qubits are completely damaged,
but the rest of the qubits are completely � ne. This can be done by rewrit ing the e� ect of
a general noise operator. Let the state of m qubits be j� i . If the noise rate is � , we can
develop the operat ion of a general noise operator operat ing on j� i by orders of magnitude
of � :

E1E2::::Em j� i =
(I 1 + � E0

1)(I 2 + � E0
2):::(I m + � E0

m )j� i =
I 1I 2:::I m j� i + � (E0

1I 2:::I m + ::: + I 1I 2:::I m� 1E0
m ) j� i + :::: + � m (E0

1E0
2:::E0

m ) j� i :
(45)

The lower orders in � correspond to a small number of qubits being operated upon,
and higher orders in � correspond to more qubits being contaminated. This way of writ ing
the noise operator is the beginning of discret izat ion of the quantum noise, because in each
term a qubit is either damaged or not . For small � , we can neglect higher order terms
and concent rate in the lower orders, where only one or two qubits are damaged out of m.
A special case of this model is the probabilist ic model, in which the local noise operator
applies a certain operat ion with probability � and the ident ity operat ion with probability
(1 � � ). In this model, if the quantum system consists of m qubits, we can assume that
with high probability only a few of the qubits went through some noise process. There
are noise operators, such as amplitude damping, which do not obey this probabilist ic
behavior. However their descript ion by equat ion (45) shows that we can t reat them in the
same discrete manner.
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The second step is the discret izat ion of the noise operat ion itself. The most general
quantum operat ion on the k0th qubit and it 's environment is described by:

jei j0k i ! je0i j0k i + jeb
0i j1k i (46)

jei j1k i ! je1i j1k i + jeb
1i j0k i

This operat ion, applied on any logical state c0j0L i + c1j1L i , acts as the following
operator:

(c0j0L i + c1j1L i ) !
�
je+ i I + je� i � k

z + jeb
+ i � k

x � jeb
� i i � k

y

�
(c0j0L i + c1j1L i ) ; (47)

Where � k
i are the Pauli operators act ing on the k' th qubit :

I =

 
1 0
0 1

!

; � x =

 
0 1
1 0

!

; � y =

 
0 � i
i 0

!

; � z =

 
1 0
0 � 1

!

: (48)

The environment states are de� ned as je� i = (je0i � je1i )=2, jeb
� i = (jeb

0i � jeb
1i )=2. The

most crucial observat ions, which enables to correct quantum errors, hide in equat ion 47.
The � rst observat ion is that everything that can happen to a qubit is composed of four
basic operat ions, so it isenough to correct for these four errors[35, 91, 129]. This resembles
a discrete model more than a cont inuous one, and gives hope that such discrete errors can
be corrected. The second crucial point is that the states of the environment which are
entangled with the system after the operat ion of noise, are independent of (c0j0L i + c1j1L i )
and depend only on which of the four operat ions � k

i were applied. In part icular, for any
superposit ion of the logical states j0L i ; j1L i , the operator will look the same. This suggests
the following scheme of breaking the entanglement of the system with the environment .
The idea is to measure which one of the four possible operators was applied. This is called
the syndrome of the error. Measuring the syndrome will collapse the system to a state
which is one of the following tensor products of the system and the environment :

�
je+ i I + je� i � k

z + jeb
+ i � k

x � jeb
� i i � k

y

�
(c0j0L i + c1j1L )i measur e� !

8
>>>>>><

>>>>>>:

je+ i I
�
c0j0L i + c1j1L i

�

je� i � k
z

�
c0j0L i + c1j1L i

�

jeb
+ i � k

x

�
c0j0L i + c1j1L i

�

jeb
� i i � k

y

�
c0j0L i + c1j1L i

�

(49)
After weknow which of theoperatorshad occurred, wecan simply apply itsreverse, and

the state c0j0L i + c1j1L i will be recovered. This reduces the problem of error correct ion to
being able to detect which of the four operatorshad occurred. Theoperator � x corresponds
to a bit 
 ip, which isa classical error. This suggests the following idea: If the superposit ion
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of the encoded state, is a sum of st rings ji i where the i 0s are st rings from a classical
code, then bit 
 ips can be detected by applying classical techniques. Correct ing the noise
operator � z, which is a phase 
 ip, seems harder, but an important observat ion is that
� z = H � xH , where H is the Hadamard t ransform. Therefore, phase 
 ips correspond to
bit 
 ips occurring in the Fourier t ransform of the state! If the Fourier t ransform of the
state is also a superposit ion of st rings in a classical code, this enables a correct ion of phase

 ips by correct ing the bit 
 ips in the Fourier t ransform basis. This idea was discovered
by Calderbank and Shor[53] and Steane[180].

A simple version of the recipe they discovered for cooking a quantum code goes as
follows. Let C � F m

2 be a linear classical code, which corrects d errors, such that C? , the
set of all st rings orthogonal over F2 to all vectors in C, is st rict ly contained in C. We look
at the cosets of C? in C, i.e. we part it ion C to non intersect ing sets which are t ranslat ions
of C? of the form C? + v. The set of vectors in C, with the ident i� cat ion of w with w0

when w � w0 2 C? is called C=C? . For each w 2 C=C? we associate a code word:

jwi 7�! jwL i =
X

i 2 C?

ji + wi (50)

where we omit overall normalizat ion factors. Note that all the st rings which appear in
the superposit ion are vectors in the code C. It is easy to check that the same is t rue
for the Fourier t ransform over Z m

2 of the code words, which is achieved by applying the
Hadamard gate, H ; on each qubit :

H 
 H 
 :::: 
 H jwL i =
X

j 2 C

(� 1)w�j jj i : (51)

The error correct ion goes as follows. To detect bit 
 ips, we apply the classical error
correct ion according to the classical code C, on thestates in equat ion (50). Thisoperat ion,
computes the syndrome (in parallel for all st rings) and writes it on some ancilla qubits.
Measuring the ancilla will collapse the state to a state with a speci� c syndrome, and we
can compute according to the result of the measurement which qubits were a� ected by a
bit 
 ip, and apply N OT on those qubits. To detect phase 
 ips we apply Fourier t ransform
on the ent ire state, and correct bit 
 ips classically according to the code C. Then we
apply the reverse of the Fourier t ransform. This operat ion will correct phase 
 ips. � y is a
combinat ion of a bit 
 ip and a phase 
 ip, and is corrected by the above sequence of error
correct ions[53].

The number of qubits which can be encoded by this code is the logarithm with base
2 of the dimension of the space spanned by the code words. To calculate this dimension,
observe that thecode words for di� erent w's in C=C? are perpendicular. The dimension of
the quantum code is equal to the number of di� erent words in C=C? , which is 2dim (C=C? ) .
Hence the number of qubits which can be encoded by this quantum code is dim(C=C? ).

Here is an example, due to Steane[180]. Steane's code encodes one qubit on seven
qubits, and corrects one error. It is const ructed from the classical code known as the
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Hamming code, which is the subspace of F 7
2 spanned by the four vectors:

C = spanf 1010101; 0110011; 0001111; 1111111g. C? is spanned by the three vectors:
1010101; 0110011; 0001111. Since C is of dimension 4, and C? is of dimension 3, the
number of qubits which we can encode is 1. The two code words are:
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j0L ) = j0000000i + j1010101i + j0110011i + j1100110i (52)

+ j0001111i + j1011010i + j0111100i + j1101001i

j1L ) = j1111111i + j0101010i + j1001100i + j0011001i

+ j1110000i + j0100101i + j1000011i + j0010110i

Observe that the minimal Hamming distance between two words in C is 3, so one bit

 ip and one phase 
 ip can be corrected.

Onequbit cannot beencoded on less than 5 qubits, if werequire that an error correct ion
of one general error can be done. This was shown by Knill and La
 amme[129]. Such a
code, called a perfect quantum code, was found by Bennet t et al[35] and by La
 amme
et.al. [134]. If we rest rict the error, e.g. only bit 
 ips or only phase 
 ips occur than one
qubit can be encoded on less than 5 qubits.

The theory of quantum error correct ing codes has further developed. A group the-
oret ical st ructure was discovered [54, 55, 105, 106, 129, 175], which most of the known
quantum error correct ing codes obey. Codes that obey this st ructure are called stabilizer
codes[105, 106], and their group theoret ical st ructure gives a recipe for const ruct ing more
quantum codes. Quantum codes are used for purposes of quantum communicat ion with
noisy channels, which is out of the scope of this review. For an overview on the subject of
quantum communicat ion consult Refs. [21, 158] and [144]. We now have the tools to deal
with the quest ion of quantum computat ion in the presence of noise, which I will discuss
in the next sect ion.

13 Fault Tolerant Comput at ion

In order to protect quantum computat ion, the idea is that one should compute on encoded
states. The ent ireoperat ion will occur in theprotected subspace, and every once in a while
an error correct ion procedure will be applied, to ensure that errors do not accumulate.
The original quantum circuit will be replaced by a quantum circuit which operates on
encoded state. Suppose we use a quantum code which encodes one qubit into a block
of 5 qubits. Then in the new circuit , each wire will be replaced by � ve wires, and the
state of the new circuit will encode the state of the original circuit . In order to apply
computat ion on encoded states, the original gates will be replaced by procedures which
apply the corresponding operat ion. If � is the encoding, U is a quantum gate, then
� (U) should be the \ encoded gate" U, which preserves the encoding. In other words, the
following diagram should be commutat ive:
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j� i

� (j� i )
6

�

Uj� i

6
� (Uj� i )

�

-

-

� (U)

U

Hence, using a code � , which takes one qubit to m qubits, we replace a quantum
circuit by another circuit which operates on encoded states, in this circuit

� 1 qubit 7�! m qubits

� A gate U 7�! � (U)

� Every few t ime steps, an error correct ion procedure is applied.

However, this naive scheme encounters deep problems. Since quantum gates create
interact ionsbetween qubits, errorsmay propagatethrough thegates. Even a small number
of errors might spread to more qubits than the error correct ion can recover. Moreover, we
can no longer assume that the recovery operat ion is error free. The correct ion procedure
might cause more damage than it recovers. Consider, for example, a code � that takes
one qubit to 5 qubits. A gate on two qubits, U, is replaced in the encoded circuit by the
encoded gate � (U) which operates on 10 qubits. Let us consider two scenarios:
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In � gure (a), the encoded gate is a gate array with large connect ivity. An error which
occurred in the � rst qubit , will propagate through the gates to � ve more qubits. At the
end of the procedure, the number of damaged qubits is too large for any error correct ion
to take care of. Such procedure will not tolerate even one error! In � gure (b), we see an
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alternat iveway to implement � (U), in which the error cannot propagate to more than one
qubit in each block. If the gate isencoded such that one error e� ectsonly one qubit in each
block, we say that the encoded gate is implemented distributively. Such damage will be
corrected during the error correct ions. Of course, the error correct ion procedures should
also be implemented in a dist ributed manner. Otherwise the errors generated during the
correct ion procedure itself will contaminate the state.

Probably the simplest gate to implement dist ribut ively is the encoded NOT gate on
Steane's code. The encoded NOT is simply achieved by applying a NOT gate bitwise
on each qubit in the code. The implementat ion of the XOR gate is applied bitwise as
well, and the network is the same as that in � gure (b), only on 7 qubits instead of � ve.
However, for other gates much more work needs to be done. Shor[174], showed a way to
implement a universal set of gates in this way, where the implementat ion of some of the
gates, and To� oli's gate in part icular, require some hard work and the use of addit ional
\ ancilla" or \ working" qubits. Together with the set of universal encoded gates, one also
needs an error correct ion procedure, an encoding procedure to be used in the beginning of
the computat ion, and a decoding procedure to be used at the end. All these procedures
should be implemented dist ribut ively, to prevent propagat ion of errors. A code which is
accompanied by a set of universal gates, encoding, decoding and correct ion procedures,
all implemented dist ribut ively, will be called a quantum computation code. Since Shor's
suggest ion, other computat ion codes were found[5, 128]. Got tesman[106] has generalized
these results and showed how to const ruct a computat ion code from any stabilizer code.

Is the encoded circuit more reliable? The e� ective noise rate, � e of the encoded cir-
cuit , is the probability for an encoded gate to su� er a number of errors which cannot be
corrected. In the case of � gure (b), one error is st ill recoverable, but two are not . The
e� ect ive noise rate is thus the probability for two or more errors to occur in U(� ). Let
A denote the number of places in the implementat ion of U(� ) where errors can occur.
A stands for the area of U(� ). The probability for more than d errors to occur can be
bounded from above, using simple count ing arguments:

� e �

 
A

d + 1

!

� d+ 1 (53)

We will refer to this bound as the e� ective noise rate. To make a computat ion of size n
reliable, weneed an e� ect ivenoise rateof the order of 1

n . Using a code with blocksof log(n)
qubits, Shor[174] managed to show that the computat ion will be reliable, with polynomial
cost . However, Shor had to assume that � is as small as O( 1

log4(n)
). This assumpt ion

is not physically reasonable , since � is a parameter of the system, independent of the
computat ion size. The reader is urged to play with the parameters of equat ion 53 in
order to be convinced that assuming � to be constant cannot lead to a polynomially small
e� ect ive noise rate, as required.

Another idea, which was found independent ly by several groups [5, 128, 124, 107] was
needed to close the gap, and to show that computat ion in the presence of constant noise
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rate and � nite precision is possible. The idea is simple. Apply Shor's scheme recursively,
gaining small improvement in the e� ect ive noise rate each level . Each circuit is replaced
by a slight ly more reliable circuit , which is replaced again by yet another circuit . If each
level gains only a slight improvement from � to � 1+ � , then the � nal circuit which is the
one implemented in the laboratory, will have an e� ect ive noise rate exponent ially smaller:

� 7�! � 1+ � 7�! (� 1+ � )1+ � ::: 7�! � (1+ � ) r

The number of levels the recursion should be applied to get a polynomially small e� ect ive
noise rate is only O(log(log(n))). The cost in t ime and space is thus only polylogarithmic.
A similar concatanat ion scheme was used in the context of classical self correct ing cellular
automata[66, 98].

The requirement that the noise rate is improved from one level to the next imposes a
threshold requirement on � :

 
A

d + 1

!

� d+ 1 < �

If � sat is� es the above requirement , fault tolerant computat ion can be achieved. This
is known as the threshold result [5, 128, 122, 107]:

T heor em 10 Faul t t oler ance: Quantum computation of any length can be applied
e� ciently with arbitrary level of con� dence, if the noise rate is smaller than the threshold
� c.

The threshold � c, depends on the parameters of the computat ion code: A, the largest
procedure's area, and d, the number of errors which the code can correct . Est imat ions[5,
128, 106, 107, 130, 162] of � c are in the range between 10� 4 and 10� 6. Presumably the
correct threshold ismuch higher. The highest noise rate in which fault tolerance ispossible
is not known yet .

The rigorousproof of the threshold theorem is quite complicated. To gain some insight
we can view the � nal r 0th circuit as a mult i scaled system, where computat ion and error
correct ion are applied in many scales simultaneously. The largest procedures, comput ing
on the largest (highest level) blocks, correspond to operat ions on the logical qubits, i.e.
qubits in the original circuit . The smaller procedures, operat ing on smaller blocks, corre-
spond to computat ion in lower levels. Note, that each level simulates the error correct ions
in the previous level, and adds error correct ions in the current level. The � nal circuit ,
thus, includes error correct ions of all the levels, where during the computat ion of error
correct ionsof larger blockssmaller blocksof lower levelsarebeing corrected. The lower the
level, the more often error correct ions of this level are applied, which is in correspondence
with the fact that smaller blocks are more likely to be quickly damaged.

The actual system consists of m = n logc(n) qubits (where n is the size of the original
circuit ), with a Hilbert space H = C2m

. In this Hilbert space we � nd a subspace, isomor-
phic to C2n

, which is protected against noise. This subspace is a complicated mult i-scaled
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const ruct ion, which is small in dimensions, compared to the Hilbert space of the system,
but not negligible. The subspace is protected against noise for almost as long as we wish,
and the quantum computat ion is done exact ly in this protected subspace. The rate by
which the state increases its distance from this subspace corresponds to the noise rate.
The e� ciency of the error correct ion determines the rate by which the distance from this
subspace decreases. The threshold in the noise rate is the point where distance is de-
creases faster than it increases. In a sense, the situat ion can be viewed as the operat ion
of a renormalizat ion group, the change in the noise rate being the renormalizat ion 
 ow.

� -
� c

It should be noted that along the proof of fault tolerance, a few implicit assumpt ions
weremade[183]. Theancilla qubits that weneed in themiddleof thecomputat ion for error
correct ion are assumed to be prepared in state j0i when needed, and not at the beginning
of the computat ion. This requires the ability to cool part of the system constant ly. It was
shown by Aharonov et. al.[8] that if all operat ions are unitary, the system keeps warming
(in the sense of get t ing more noise) with no way to cool, and the rate in which the system
warms up is exponential. Fault tolerant quantum computat ion requires using non-unitary
gates which enables to cool a qubit . This ability to cool qubits is used implicit ly in all
fault tolerant schemes. Another point which should be ment ioned is that fault tolerant
computat ion uses immense parallelism, i.e. there are many gates which are applied at
the same t ime. Again, this implicit assumpt ion is essent ial. If operat ion were sequent ial,
fault tolerant computat ion would have been impossible, as was shown by Aharonov and
Ben-Or[5]. However, with mass parallelism, constant supply of cold qubits and a noise
rate which is smaller than � c, it is possible to perform fault tolerant computat ion.

The fault tolerance result holds for the general local noise model, as de� ned before,
and this includes probabilist ic collapses, inaccuracies, systemat ic errors, decoherence, etc.
One can compute fault tolerant ly also with quantum circuits which are allowed to operate
only on nearest neighbor qubits[5] ( In this case the threshold � c will be smaller, because
the procedures are bigger when only nearest neighbor interact ions are allowed. ) In a
sense, the quest ion of noisy quantum computat ion is theoret ically closed. But a quest ion
st ill ponders our minds: Are the assumpt ions on the noise correct? Dealing with non-local
noise is an open and challenging problem.

14 Conclusions and Fundament al Quest ions

We cannot foresee which goals will be achieved, if quantum computers be the next step
in the evolut ion of computat ion[115]. This quest ion involves two direct ions of research.
From the negat iveside, we arest ill very far from understanding the limitat ionsof quantum
computers as computat ion devices. It is possible that quantum Fourier t ransforms are the
only real powerful tool in quantum computat ion. Up to now, this is the only tool which
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implies exponent ial advantage over classical algorithms. However, such a st rong statement
of the uniqueness of the Fourier t ransform is not known. Taking a more posit ive view,
the goal is to � nd other techniques in addit ion to the Fourier t ransform. One of the main
direct ions of research in quantum algorithms is � nding an e� cient solut ions for a number
of problems which are not known to be NP complete, but do not have a known e� cient
classical solut ion. Such is the problem of checking whether two graphs are isomorphic,
known as Graph Isomorphism. Another important direct ion in quantum algorithms is
� nding algorithms that simulate quantum physical systems more e� cient ly. The � eld of
quantum complexity is st ill in its infancy.

Hand in hand with the complexity quest ions, arise deep fundamental quest ions about
quantum physics. The computat ional power of all classical systems seem to be equivalent ,
whereas quantum complexity, in light of the above results, seems inherent ly di� erent . If it
is t rue that quantum systems are exponent ially bet ter computat ion devices than classical
systems, this can give rise to a new de� nit ion of quantum versus classical physics, and
might lead to a change in the way we understand the t ransit ion from quantum to classical
physics. The \ phase diagram" of quantum versus classical behavior can be viewed as
follows:

...........
............

.............................
...........

............
.............................

..........................

............
............

..

QUANTUM CLASSICAL
?

noise rate

0 0.0001 0.96 1

Changing the noise rate, the system transforms from quantum behavior to classical
behavior. As was shown by Aharonov and Ben-Or[6], there is a constant � bounded away
from 1 where the system cannot perform quantum computat ion at all. Fault tolerance
shows that there is a constant � bounded away from 0 for which quantum systems ex-
hibit their full quantum computat ion power. The regimesarecharacterized by the rangeof
quantum entanglement , where in the quantum regimethis range is macroscopic, and quan-
tum computat ion is possible. On the right , \ classical" , range, entanglement is con� ned
to microscopic clusters. A very interest ing quest ion is how does the t ransit ion between
the two regimes occur. In [6] we gave indicat ions to the fact that the t ransit ion is sharp
and has many characterist ics of a phase t ransit ion (and see also [119].) The order pa-
rameter corresponds to the range of entanglement , or to the size of entangled clusters of
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qubits. Unfortunately, we were unable yet to prove the existence of such a phase t ran-
sit ion, presumably because of lack of the correct de� nit ion of an order parameter that
quant i� es \ quantumness over large scales" . Never the less I conjecture that the t ransit ion
from macroscopic quantum behavior to macroscopic classical behavior occurs as a phase
t ransit ion. The idea that the t ransit ion from quantum to classical physics is abrupt stands
in cont rast to the standard view of a gradual t ransit ion due to decoherence[205]. I believe
that the 
 ippant front ier between quantum and classical physics will be bet ter understood
if we gain bet ter understanding of the t ransit ion from quantum to classical computat ional
behavior.

An interest ing conclusion of the threshold result is that one dimensional quantum
systems can exhibit a non t rivial phase t ransit ion at a crit ical noise rate � c, below which
the mixing t ime of the system is exponent ial, but above which the system mixes rapidly.
This phase t ransit ion might be di� erent from the t ransit ion from classical to quantum
behavior, or it might be the same. This existence of a one dimensional phase t ransit ion is
interest ing because one dimensional phase t ransit ions are rare, also in classical systems,
though there exist several complicated examples[152, 99].

Perhaps a vague, but deeper, and more thought provoking quest ion is that of the
postulates of quantum mechanics. The possibility that the model will be realized will
enable a thorough test of some of the more philosophical aspects of quantum theory,
such as understanding the collapse of the wave funct ion, the process of measurement , and
other elements which are used as everyday tools in quantum algorithms. It might be that
the realizat ion of quantum computat ion will reveal the fact that what we understand in
quantum physics is merely an approximat ion holding only for small number of part icles,
which we ext rapolated to many part icles. Such quest ions are appealing mot ivat ions for
this ext remely challenging task of realizing the quantum computat ion model physically.
It seems that successes, and also failures, in achieving this ambit ious task, will open new
excit ing paths and possibilit ies in both computer science and fundamental physics.
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